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Frontpage: Laying the ground work




What 1s 1t?

* Microsoit's integrated Web Site development
tool.

* System for adding basic to advanced functionality
with little or no web page experience.

* Integrated MS Office package
* Security Nightmare



Who 1s Vermeer Technologies?

* In early 1995, Vermeer Technologies developed one of the
first web publishing tools for simple end users, Frontpage.

* Following enormous success, the application was later bought
out by Microsoft and integrated in the Office packag
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Microsoft Acquires Vermeer Technologies Inc.

Critically Acclaimed Visual Client-Server Web

Legal News

Itsrralkyat Nows Publishing Tool to Complement Internet Offerings

Consumer News

From Microsoft Desktop Applications Division

Corporate Info
Investor Relations

Community Affairs REDMOND, Wash. - Jan. 16, 1996 - Microsoft Corp. today announced
Mirooor Hogeamh the acquisition of Vermeer Technologies Inc., a pioneer of visual,
‘?““":GBM standards-based Web publishing tools based in Cambridge, Mass.

E:i s Vermeer's flagship software application, FrontPage™, is a critically

Board of Dirsctors acclaimed tool for easily creating and managing rich Web documents
Bl Gates Web Site without programming. FrontPage will become a key component of
ERSRAR D RERERRE Microsoft's strategy to provide a full range of tools that put the power of
Sxeeutive EMal Web publishing, for both the Internet and intranets, in the hands of the
‘:;:“:;’m":""“ broadest range of computer users.

Top Stories

"Millions of productivity-applications users want an easier way to

participate in the excitement and enhanced productivity of the Web,"
said Bill Gates. chai CEO of Mi ft. "\ ‘s FrontP |
@ =2 &4 ) @& [bone ] =




Frontpage: Decoding the system




Protocol Analysis




Client/Server Protocol Analysis

e Communication between Client and Server.

* Frontpage Client and Server extensions communicate over
HTTP PUT requests. The Frontpage client makes requests
against Author.dll, Admin.dll, and shtml.exe.

Author.dll(exe)
Authoring commands, uploading, downloading
content, reviewing properties, adding
enhancements.

Admin.dll(exe)
Admin commands, including adding additional
users, modify user permissions, listing accounts.
Shtml.exe, vti_rpc
Initial access and service negotiation.



The Authentication System

Frontpage enabledd
feb Senver

=l
Frontpage enabledd
ek Senver

Frontpage enabledd
ek Senver

Frantpage enabledd
feb Senver

e
Request for _wti_inf.html. This file acts as a configuration

guide fram the Frontpage client, it additionally provides
warsion informatian, this iz mostly likely used to determine
the appropriate web requests to perform.

FOST command issued to _wli_bindshtmldIl_wli_rpc, th:s\1I
command contains version information. The web senver the
rezpondzwith 3 vermeer RPC padket. This padket cotaing

major and minarwersion releasze information.

e -

"/T:'EIST command issued to _wti_bind_wti_autfauthordll This
command iz 3 requastto open senice betmeen the fno
machines. Unless the evenrone group is allowed author
access, the clientwill recieve a Error 401.3 requesting
HTLM authentication. J

Client izsues 3 new POST command, identical to the
previous, accept this time it contains an initial NTLM hash
the senver again rejects the request, but replies with the
comesponding challenge response.

A

Client manipulates the userzupplied pazamord and senver
supplied challenge and formulates a challenge rezponse. A
this paint should the response be comrect, the senver will

(=3

provide a HTTP 200 OK and a service relationship will

Bnzue,

/

This authentication process
takes place each time a request
1s performed, i.e login, upload,
download, change
permissions, navigate folders,
etc.

While an ineffective use of
resources, it does li acks
based on state.




_vti_inf.html

e vt _inf.html

— This file provides configuration information and
helps us determine something about the server.

Eile Edit View Help

_vit_infi il version 0.100:>

This file conmins fnportant information used by the FrontPage client
(the FroniPage Explorerand FrontPage Editor) o' comnmunicate with the
FrontPage server extensions nstalled on this web server.

sor do not need to modify these values,

Iy set by FrontPage at installation.

The values below gre automati
you do. the parameters are as follows:

‘FRSh mlscripelr!, 'FPAuthorS riptUnl, and FPAdminScripell’ specific
the relative urls for the seripts that FrontPage uses for remoie
authoring. Thess values should not be changed.

FPVersion' identifies the version of the FrontPage Server Extensions
installed, and should not be changed.

i-- FromtPage Configuration Information

2623"
i_bir

e vt
aut autho

<p=<{-webbot bat="PurpleTaxt’
previen= payge is placed inio the root direciory of your FrontPage web wihen FrontPage

=/pE

fled. It contair

4 [




_vt1_inf.html Cont.

Using the following simple guidelines when
reading the _vti_inf.html file we can better
determine the operating system.

_vti_inf.html files with references to
.exe tools most likely reside on Unix
servers.

_vti_inf.html files with references to
.dll tools most likely reside on
Windows Servers

Server extension version numbers can
further help us narrow down the
options.




_vti_inf Version Table

e Using the information in _vti_inf.html, we can
often correctly determine the OS version.

Operating System/Version Frontpage Extension Version
Windows 98IME Personal Webserver !
Windows NT 4 4
Windows 2000 )
Windows XP )




Understanding Vermeer RPC Packets

* All responses from Frontpage Server Extensions
come 1n the form of Vermeer RPC Packets.

* Vermeer Packets closely resemble HTML pages.

Information is coded within these
packets based on position within
HTML tags.

An early precursor to XML?



Sample Vermeer RPC Packet

* The following sample VTI Packet contains large
amounts of information, including physical drive
locations.

— Physical drive paths may be useful for Unicode exploits.

T
method=get+document #3a4X2e0i2e242e4 7158 serv i celSFname=tdocunent Z5fr #2egifioldiSfthemeZSFhiml=falsetforce=trustge
tZ5Foption=nonetdocZbfuersion=ttimsout=0

HTTF/1.1 100 Continuer

Server: Microsoft-IIS/5.0F

Dater Thu. 20 Feh 2003 12:06143 GMT -

it
HTTP/1,1 200 0K

Server: Microsoft-I1IS/5.0r

Date: Thu, 20 Feb 2003 12306343 GHT -
Connection: closer

Content—tupe: application/x-vermeer—rpcr
H-FrontPags-User—Name; IUSR_GHOST -

:
<html><head><titlesvermesr RPC packet</title><’head>
<body>

<prmethod=get document:d,0,2,4715
<prmessage=successfully retrisved document ‘mmc.gif' From ciB#92:inetpubs#IRIrootE#IR NNc,gif
<prdocument=

<ul>

<lirdocument _name=mme. gif
<li>meta_info=

<ul>

<lixvti_timelastmodified
<1i>TRI04 Jun 1999 04313340 —0000
<lidwti_lastwidth

<1i>1K124

<lirvti_lastheight

<1i>1H124

<liwti_filesize

<1i>IR1356

<li>wti_backlinkinfo
<li¥¥lTocalstart .asp
<lixvti_timelastwritten

<LiTHID4 Jun 1999 04313540 —0000
<Auly

<ful>

</bodu’

<Ahtml>

GIFS3ar

|[+]
Entire conversation (1665 bytes) ® |@ ascl (O EBCOIC () Hex Dump Print|| Save as{ Close

o




Debugging Server Extensions

* Using Windbg (Microsoft Debugger) we can
explore Frontpage Server Extensions.
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How to obtain and configure Windbg

* Download Windbg from Microsoft Debugging
Website.

* http://www.microsoft.com/whdc/ddk/debugging/default.mspx

Configure Symbols Server
Symbols are required to determine the

functions being called.

http://www.microsoft.com/whdc/ddk/debugging/sym
bols.mspx




Frontpage Server Extension Dlls

* Based on past debugging exercises, the following
1s a partial list of dlls used by Frontpage Server
Extensions.

e fp4Autl.dll

e fip4Awel.dll
e fpdamsit.dll
e fp4Avss.dll
e Author.dll

* Admin.dll




Basic tips for getting started in debugging

* Multiple guides and tutorials available for debugging.
— Windbg specific help files
- Google

* Simple commands to remember

- bm
¢ Set Breakpoints
- (ex, bm fp4Awel!*)

* C(Clear Breakpoints

e Go

e pause



Interesting Discoveries

* Fpd4Awel!Vservice

— Forms a listing of all documents on the defined web prior to
accepting a request. References listing when replying to a
request.

Fp4 Awel!DSPContext:getFile, get
Document

Called when downloading a file via
Frontpage, perhaps there are
options for Buffer overruns?

NTDLL

Called during authentication, do
some of the prior attack vectors
still apply?




Frontpage: Knocking on the door




Custom Tools




fpxploiter -> Frontpage Vulnerability Scanner
Perl-Gtk Scanning tool




Summary

* Now that we have a better understanding of how
Frontpage works, let's see about finding vulnerable
targets.

* This 1s what brought about fpxploiter.

It's a Perl-Gtk application the

provides capability for:

- Locating Frontpage accessible
webservers, using default options, or user
defined accounts and passwords.

- Servers without passwords
+ Servers with weak passwords



Using fpxploiter: How to Start

e Start fpxploiter with the command fpxploiter.

* Application opens with main window.




Using tpxploiter: How the scanner
works?

e Start by providing a target list, the current configuration of
the tool does not allow scanning of more than one Class C at
a time.

* Select File->Set Targets or press Ctrl-T.

* Enter the host targets.

- @S .
7zjfte [0 ][1 ] - [s5]
| Cancel E ok, |




Using tpxploiter: How modify the
password list?

* Select File->Set Password List and select you new password
list file.

] X Froatpage Vulnerability Scanner ] =) 2] (%]
File Help
|\P Address IWEh Server IFrnntpagE Enahled FP “ersion Server Mame =ploitable Weak Password  |Secur

| Create Dir | Delete File | Fename File |

| ‘homesmshannonifp-xploiter |

|Direct0ries |L §|Files |
4 | | Code-BG.pny I
e | DEFCON-AbstractDRAFT.doc |

i DEFCOM-AhstractDRAFT sxw

| DEFCON-Preso-BackGround.pf |
| Datahase-Backup bmp

| FrontPage Xploitation pof

| FrontPageHacking.html

! MSEFT Ve-r.r:n.e_z.er.pfg“ I+
1= A =T

B

Selection: shome/mshannonsfp-=ploiter

{passlsy ]

[ ok | | cancel |




Using fpxploiter: How modify the default
user account?

* Select File->Set User account and enter your new user
account.




Using fpxploiter: How to export the
results?

* Select File->Save Log and select the destination for your log
file, use this AFTER the scanning 1s complete.

= K Frontpage Vulnerabiliy Scanner = [ (]
File Help
|IP Addrass |Web Server |Frumpage Enahled FP Yersion Server Mame =ploitable ‘Weak Password | Secured

e o iy

| Create Dir | Delete File | Rename File |

| fhome/mshannon/fp-<ploiter  » |

1|Direct0ries ‘ =t ‘Fues '
| £ Code-BG.pny '
i DEFCON-AhstraciDRAFT.doc

DEFCON-AbstraciDRAFT. 5w
DEFCON-Preso-BackGround.p
Dratahase-Backup.bmp
FrontPage Xploitation.pdf
FrontPageHacking.html
MSFT-Vermeer.png

LA C el o (=]

|| i T3]

Selection: Mhomedmshannondp-=ploiter
{mploiter.og| |

=

i i >

Select File->Set Targets to begin




Additional Screen Captures

* Fpxploiter during a scanning session.

File Help
IF Address WWeb Server Frontpage Enafled FF Wersion Server Name wploitatile Weak Password | Secured
17216101 yeg no
17216102 no
17216103 yes yes "4.0.2.6513"] ho
17216104 nog
17216105 no

Mo Weak Password




Future Directions

* Support for Apache Frontpage extensions.

* Redesign of the fpxploiter tool to provide generic
Frontpage access library.

* Rebuild in C/Gtk or C++/QT.

* Support for uploading content.




Code

* All Code for fpxploiter 1s available the the
following website.

— http://www.tpxploiter.org
* Additionally it's on the DEFCON CD.




Frontpage: What to do when your there




ASP for Hackers




SQL Server Database Hunting

* SQL Server Database Access Tools

* Custom ASP pages that allow us to execute queries and
explore SQL Servers.

* Using fpxploiter to locate vulnerable servers.

Tie 1t all together with ASP
pages to execute sql queries
against the database.



Summary

* Fpxploiter helps us find vulnerable web servers.

 SQLUltimate.asp contains custom asp code that
functions as a SQL Analyzer.

— Ideas?

Add SQL Server users (if your in the
System Admin role)

Access corporate data

Execute extended stored procedures

Locate application accounts and
passwords




Screen Capture

* The following screen capture shows the
SQLUltlmate asp and a resultlng query result.

woa - G'J-ﬁ ﬁ&amiFMkMﬁ%d.jst _
o L DRSS RTINS R T
=

Server: Mike, Tratabase is: Northwind, User is: sa

bl Quary Emve Quory ||—_|ﬂ I:IB I—_| Tw=hl I"m:l

TH Locw rovaner

Image taken from http://ASPAlliance.com/mbrinkl 111/
Copyright 2003 Michael Brinkley, All Rights Reserved
Used with Permission




Code

* All Code for SQLUItimate.asp 1s available the the
following website.

— ASPAlliance.com

* http://aspalliance.com/mbrink1111/SQLAnalyzer.asp




Command Line ASP

* ASP Page built to execute console commands and
return the results.

* Built by Maceo <maceo @ dogmile.com>

Allows execution of simple
commands, good examples
include

* netstat -a

* ipconfig -all
* Ver

* set

* net users

* Net localgroup



Summary

* Fpxploiter helps us find vulnerable web servers.

* cmdasp.asp contains custom asp code to execute simple
console commands.

— Ideas?

Use netstat -an & netstat -a as make
shift reverse DNS.

Use net localgroup and net view to
understand drive mappings and
groups.

Use ping to find additional servers




Screen Capture

* The following screen capture shows cmdasp.asp
1n action.




Code

* All Code for cmdasp.asp 1s available the the
following website.

— http://www.securiteam.com/tools/SAP020U35C.html




Future Ideas

* ASP Code can be used 1n conjunction with the
winsock control to provide “scanning” from the
webserver.

* ASP Code can be used to view
SMB Shares and Remote
Administration (See http:
/[cifs.novotny.org/, amazing work
with ASP.NET)

e ASP Code can be used with
xmlhttp controls to navigate
internal web sites (Intranets)




Frontpage: Holding down the fort




Securing Frontpage through best practices




Strong Passwords

* As 1n most systems, your last line of defense 1s
your password, and Frontpage 1s no different.

Choose strong passwords, consisting of
upper and lowercase characters (with
LANMAN this 1s rather
meaningless), numbers, and special
characters.

Stick with passwords over eight
characters in length.




Changed Admin Account

* As1s good practice, consider changing the name
of your Administrator account.

* Choose something meaningtul, however avoid the
typical choices, such as:

— Root
— Admin
- 123

— Password




Concept of least privilege

* Only provide the access necessary to get the job
done.

Use the Frontpage roles to assign users
Author rights to specific webs as
appropriate.

Reserve Admin rights for specific
accounts.




IP Restrictions

* Using IIS native IP based restrictions you can effectively
block a large portion of Frontpage attacks.

e [Use the IIS Access tab to block access to the admin.dll and author.dll to
IP addresses outside of your internal range.

4 author.dll Properties ﬂl’
* Additionally,
File  File Securty | HTTP Headers | Cusgtom Enorsl
Con S 1 der -~ Anonymaus access and authertication cantrol
w Enable a d dt th
. authentic. t lh d fm th Edit..
segmenting = E
~ 1P address and domain name restrictions
your

Grant or deny access to this resource using
IP addresses or intermet domain names.

developers and
giving this
group access
only.




Frontpage: Closing words




Fpxploiter.org Site

* (Clearing house for code and commentary.
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Questions or Comments?




