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Introduction

● Ip tab les  loggin g form at
● Pass ive OS fin gerp r in t in g with  p 0f
● Wh at  can  ip tab les  t ell u s?
● fwkn op
● Ip tab les  s t r in g m atch  exten s ion
● Sn or t_in lin e
● St r in g rep lacem en t  p atch
● Netp erf ben ch m arks



Iptables Logs

 

 

 

  ip tab les  - A INPUT - p  t cp  - i eth 0  - j DROP - - log-
p refix “DROP “ - - log- tcp - op t ion s



Iptables Logs; Decoded IP header fields

● Sou rce an d  d es t in at ion  IP ad d resses
● IP d atagram  len gth
● Typ e of service
● TTL
● IP ID
● Fragm en t  b it s
● Protocol
 

  Ju l  8  03:06:12  or th an c kern el: DROP IN= eth 0 OUT=  
MAC= 00:a0:cc:28 :42:5a:00:00 :00:22:2d :42:00 :00  
SRC:192 .168 .10 .3  DST:192.168 .10 .1  LEN= 60 TOS= 0x10 
PREC= 0x00 TTL= 64 ID= 6854 DF PROTO= TCP 

 



Iptables Logs; Decoded TCP header fields

● Sou rce an d  d es t in at ion  p or t s
● TCP win d ow s iz e
● TCP flags
 

  Ju l  8  03:06:12  or th an c kern el: DROP IN= eth 0 OUT=  
MAC= 00:a0:cc:28 :42:5a:00:00 :00:22:2d :42:00 :00  
SRC:192 .168 .10 .3  DST:192.168 .10 .1  LEN= 60 TOS= 0x10 
PREC= 0x00 TTL= 64 ID= 6854 DF PROTO= TCP 
SPT= 32788 DPT= 5500 WINDOW= 5840 RES= 0x00 SYN 
URGP= 0

 



Iptables Logs; Encoded TCP header fields

● TCP op t ion s !!!     p 0f d ep en d s  on  th is .
 

  Ju l  8  03:06:12  or th an c kern el: DROP IN= eth 0 OUT=  
MAC= 00:a0:cc:28 :42:5a:00:00 :00:22:2d :42:00 :00  
SRC:192 .168 .10 .3  DST:192.168 .10 .1  LEN= 60 TOS= 0x10 
PREC= 0x00 TTL= 64 ID= 6854 DF PROTO= TCP 
SPT= 32788 DPT= 5500 WINDOW= 5840 RES= 0x00 SYN 
URGP= 0 OPT 
(020405B40402080A006F1D8E0000000001030300)

 



TCP options; What does p0f Care About?

● MSS (Maxim u m  Segm en t  Siz e)
● Win d ow scale
● Select ive ackn owled gem en t  (p erm it t ed  b it s )
● NOP
● Tim es tam p
 

  En cod in g:  typ e (8  b it s ) /  to ta l len gth  (8  b it s ) /  
valu e (n  -  16  b it s )

 

  e.g.   020405b4 =  MSS /  4  bytes  /  1460
 



Decoded TCP options

● OPT 
(020405B40402080A00749E860000000001030300)

 

– MSS =  1460
– Select ive Ackn owled gem en t  p erm it ted
– Tim es tam p
– NOP
– Win d ow Scale =  0

 



Packet Summary

 

 

– Len gth  =  60
– Don 't  fragm en t  b it
– TTL =  64
– Win d ow s iz e =  5840
– MSS =  1460
– Select ive Ackn owled gem en t  p erm it ted
– Tim es tam p
– NOP
– Win d ow Scale =  0

 



What does p0f have to say?

 

 

 

  S4:64:1 :60:M*,S,T,N,W0
 

  Lin u x:2 .4 ::Lin u x 2 .4 / 2 .6



Other fingerprinting strategies

● IP ID
● Typ e of Service
 

 

  “Pass ive OS Fin gerp r in t in g: Deta ils  an d  
Tech n iqu es”,  Toby Miller

 

 

  XProbe



Port Knocking

● In form at ion  h id in g with in  sequ en ces  of 
con n ect ion s  to  closed  (or  op en ) p or t s .

● Access  con t rol m od ifica t ion .
● Can  be en cryp ted  or  sh ared .
● Mu lt ip le p rotocols .
● Relat ive t im in gs .
● Th ird  p ar ty IP access .
 

 

  h t tp :/ / www.p or tkn ockin g.org,  Mart in Krz ywin ski



fwknop

● Ip tab les  log m essages .
● Sh ared  or  en cryp ted  kn ock sequ en ces .
● Mu lt i- p rotocol (t cp  an d  u d p )
● Relat ive an d  absolu te p or t  t im in gs .
● p 0f
● Exact  or  regex OS m atch .



Implementation

● “Clien t / Server”
● Kn ock sequ en ces  en cryp ted  via  Rijn d ael
● Sys log m on itor  “kn op m d ”
● n am ed  p ip e
● sysklogd  an d  sys log- n g
● Op en BSD p f.os
● Selectab le ip tab les  ru leset  en t ry
● Access  t im eou t  an d  ip tab les  con n ect ion  

t rackin g.



Live Demo...



Iptables string match extension

● Ap p licat ion  layer  in sp ect ion
● Boyer- Moore algor ith m
● BM_MAX_HLEN =  1024, 

n et filt er_ip v4/ ip t_s t r in g.h



String match interface

 

  Sn or t  SID 940: “WEB- FRONTPAGE sh tm l.d ll
 

 

  ip tab les  - I FORWARD 1 - p  tcp  - - d p or t  80  - -
tcp - flags  ACK ACK - m  s t r in g  - - s t r in g 
“/ _vt i_bin / sh tm l.d ll” - j LOG - - log- p refix 
“SID940 ”

 



String match interface (2)

 

  Sn or t  SID 261: “DNS EXPLOIT n am ed  over flow 
at tem p t”

 

  ip tab les  - I FORWARD 1 - p  tcp  - - d p or t  53  - -
tcp - flags  ACK ACK - m  s t r in g - - h ex- s t r in g “|
CD80 E8D7 FFFF FF| / b in / sh ” - j LOG - - log-
p refix “SID261 ”



Iptables targets

 

  - j DROP
 

  - j RETURN
 

  - j REJECT
  - - reject - with

  icm p - n et - u n reach able
  icm p - h os t - u n reach able
  icm p - p or t - u n reach able
  ...
  t cp - reset
 



Evasion

● Packet  fragm en tat ion
● Polym orp h ic sh ellcod e
● URL en cod in g
● Sess ion  sp licin g (Wh isker )

 



Snort_inline

● In lin e IDS/ IPS
● Lin u x br id ge
● Netfilt er  lib ip q
● libn et

 



Snort_inline packet decisions

● Aler t
● Drop
● Reject
● Rep lace

 

  con ten t : “/ b in / sh ”; rep lace: “/ ben / sh ”;
 

 



Snort_inline packet journey

● (kern el sp ace) p acket  in  in gress  in ter face
● (kern el sp ace) ip tab les  FORWARD ch ain
● (kern el sp ace) lib ip q
● (u ser  sp ace) con text  switch  to  Sn or t_in lin e
● (u ser  sp ace) Sn or t  d etect ion  en gin e
● (u ser  sp ace) libn et
● (kern el sp ace) p acket  on  egress  in ter face

 



Iptables string match patch

 

  n et / ip v4/ n et filt er / ip t_s t r in g.c
 

  ch ar  * search (ch ar  *n eed le, ch ar  *h ays tack, in t  
n len , in t  h len )

 

 

  We get  a  p oin ter  to  th e d ata!!!
 



Replace string interface

 

  Sn or t  SID 940: “WEB- FRONTPAGE sh tm l.d ll
 

 

  ip tab les  - I FORWARD 1 - p  tcp  - - d p or t  80  - -
tcp - flags  ACK ACK - m  s t r in g  - - s t r in g 
“/ _vt i_bin / sh tm l.d ll” - - rep lace- s t r in g 
“/ vt i_bin / sh tm l.d oo” - j LOG - - log- p refix 
“n u llify SID940 ”

 



Replace string interface (2)

 

  Sn or t  SID 261: “DNS EXPLOIT n am ed  over flow 
at tem p t”

 

  ip tab les  - I FORWARD 1 - p  tcp  - - d p or t  53  - -
tcp - flags  ACK ACK - m  s t r in g - - h ex- s t r in g “|
CD80 E8D7 FFFF FF| / b in / sh ” - - rep lace- h ex-
s t r in g “ben / sh ” - j LOG - - log- p refix “n u llify 
SID261 ”



Iptables packet journey

● (kern el sp ace) p acket  on  in gress  in ter face
● (kern el sp ace) p acket  m atch  in  FORWARD ch ain
● (kern el sp ace) s t r in g m atch  fu n ct ion  an d  d ata  

rep lacem en t
● (kern el sp ace) p acket  on  egress  in ter face



Netperf bencharks

● Data p or t  p atch
● Exam p le ben ch m arks .  Lin u x- 2 .4 .26  with  s t r in g 

rep lace p atch  vs . Netp er f an d  Ap ach e- 2 .0 .40



Applications?

● Well- d efin ed  exp loit s
● Preserve ap p lica t ion  layer  resp on ses



IPS
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