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Are n ’t Evil Tw in s Old  
Ne w s?

Ye p, b ut so  is  Jim m y Buffe tt an d  h e  still se lls  o ut 
m o re  sh o w s th an  go d .
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Evil Tw in  1 0 1

X

1 . In je c t d e auth

2 . Ove r po w e r  
AP an d  MiTM

3 . En jo y 
pw n age
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Evil Tw in  5 0 1

•Se lf c o n tain e d
•High  po w e r e d
•Dr o p an d  le ave
•Multiple  e xplo it 
o ptio n s
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Explo it Optio n s

• Explo it b ro w se r  o n  splash  sc re e n  an d  in stall 
tro jan  fo r  late r  ac c e ss.

• Sn iff/MiTM tr affic .

• In je c t HTML
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Why Th is Matte r s?
• Th e re ’s n o th in g n e w  h e re , b ut th is attac k  w ill 

b e  e ffe c tive  fo r  ye ar s to  c o m e .

• It’s a gre at ve c to r  fo r  any 0 d ays o r  o th e r  
e xplo it ad van c e m e n ts.

• En te r pr ise s are  w e ll pro te c te d , b ut d istr ib ute d  
e n te r pr ise s are  m o re  vuln e r ab le .

• Pw n  th e  c o n sum e r, e ve n tually yo u o w n  th e  
e n te r pr ise .
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