ModScan

A SCADA MODBUS Network Scanner
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Agenda

® Brief introduction to SCADA Systems
® The MODBUS Protocol
1ODBUS TCP
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Disclaimer

® The material in this presentation is to be
used for authorized security scanning/




What is SCADA!?

® Supervisory Control And Data Acquisition
is a system that centrally gathers data in
real time from local and remote locations

in order to control equipment and
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Where is SCADA!

® Power Generation/ Transmission

® \Water Treatment/Distribution
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What is ModScan!

ModScan is a tool to detect open
MODBUS/TCP ports and identify device
Slave IDs associated with IP addresses




The MODBUS Protocol

® About the Protocol
® Developed in 1979 by Modicon

® Free and Open Source

® The most common protocol found in
SCADA and ICS network
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MODBUS Packet Construction

256 byte max ADU ———>

<| byte» €| byte»<€—252 byte max —> <2 bytes—>

«~————— pPDU ———>
ADU: Application Data Unit PDU: Protocol Data Unit

® Valid Function codes are |-127
® 256 byte maximum packet size
® Big-Endian encoding

® Error Check is CRC/LRC



Typical Communication

MENs

Slave

S0 f D B

Receive Response

® Modbus is a Master/Slave Serial Protocol

i

Execute Command
Initiate Response

® Only Masters can initiate conversation



Error Communication

MER=y Slave

Initiate Request
S n ata c\
_L = : Error Detected
/ Report Error

Receive Error

SID EFn Error Code Ec

® Error Function = 0x80 + Function Code

® Error Codes defined in specification



Function Codes

Function Code Description
01 Read Coils

Read Discretes

Read Holding Registers

Read Input Registers

Write Coil

Write Register

Read Exception Status

Diagnostics

Get Comm Event Counter

Get Comm Event Log

Write Multiple Coils

Write Multiple Registers

Report Slave ID

Read File Record

Write File Record

Mask Write Register

Read/Write Multiple Registers

Read FIFO Que
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Diagnostic Codes

Function Code Description
Return Query Data




Modbus Notes

® Addressing
® Valid Slave |IDs 1-247

® Slave ID must be unique per bus

® Masters do not have to ’have an address




ModBus/TCP

® ModBus protocol wrapped in TCP
Goodness

® Checksum dropped




ModBus/TCP Architecture

ModBus Devices

[T i
ModBus/TCP Devices 3—1 =

Modbus/TCP over Ethernet
Modbus over Serial




ModBus/TCP Packet

MBAP —————>» «— PDU ——>

“« ) > )2—> €« )—> <|><€|>»<€<—252—> Bytes
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Example Request

02 00 0O OO 45 00 0O 40 79 51 40
7T 00 00 01 7f OO OO 01 ce 6f O1
B

45 10 cf 83 80 18 ff ff fe34 O

- ¥
= N

11 ob 83 4f 11 5b 87 dl (QERSIENE
@0 00 05 39

Tran ID Proto ID Len SID EN
Diag Code Data

® Request sent by Master
® Request is to Slave Ol Fn 8 Diagnostics

® Diagnostic code 00 for “Return Query Data”



Example Response

02 00 00 09 45 00 00 40 3d ch 40 00 40 I:II'. oo oo
ST 00 00 01 7f 00 00 01 01 f6 cD 04 30 ce 2e o

41 8b 4e ef 80 18 ff ff fe 34 0000 010 1 08 ¢
E

21 B9 fe 12 21 b9 fe 14 <EIEI &0 EIEI &0 EIEI 0
60 60 05 39 2

Tran ID Proto ID Len SID EN
Diag Code Data

® Response sent by slave
® Request is to Slave Ol Fn 8 Diagnostics
® Diagnostic code 00 for “Return Query Data”

® |dentical to Request



Error Request

02 00 00 00 45 00 00 3e 14 ec 4
7f 00 00 01 7 00 00 01 cO 08 O
Sc f0 89 dc B0 18 ff ff fe 32 0
21 ba 60 c4 21 ba 60 c4 (NEENE
7

0 0
1 T
()1

Tran ID Proto ID Len SID EN
Bad Diag Code

® Request is to Slave Ol Fn 8 Diagnostics

® Diagnostic code FF sent



Error Response

Ooo0 62 00 00 00 45 00 00 3d fO fa 40 00 40 06 00 OO
0o1e Ff 00 00 01 7f 00 00 01 01 f6 cO 08 5c fo 89 dc .
0020 68 4e cd4 02 80 18 ff ff fe 31 00 00 01 01 @5 0a  hN...... . 1......

0030 21 ba 60 c4 21 ba 60 cd4 ((ENEEEENEEREENEN] @ Lo n .

0e40 ‘EE' =

Tran ID Proto ID Len SID EN
Error Code (data)

® Function code is 0x88 or 0x08 + 0x80
® Specific Error codes are returned in data field

® Error 0x03 is lllegal data value



Errors are the Key

® VWhen an improper SID is sent
® The slave will not respond

® The slave will respond with FN+0x80




ModScan

® Modscan Scans the IP range provided for
open 503 ports

® VWhen an open port is found it finds the
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Options

e -p PORT (502)
-t TIMEOUT socket timeout (100 mills)




ModScan
Demonstration

® Scanning our sample network




ModScan Project

® http://modscan.googlecode.com
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Knhown lIssues

® Really, Really Noisy
® Brute forcing all ports is inefficient

® Does not interpret Error Codes




Planned Enhancements

® |nterpret Error Codes

® |Implement with SCAPY
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® http://en.wikipedia.org/wiki/SCADA
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Contact Information

Mark Bristow
mark.bristow@amail.com
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