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Good viruses

* It is just technology — neither bad nor good

* What could make it dangerous:
— Lack of control
— Wide availability
* If it is dangerous — it's bad
— “Atomic bomb” is bad
— “Splitting the atom™?
— “Chain reaction”? (worst because control is lost)

* Can a virus be written accidentally?
* Can a good virus get out of control?
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Agenda

* “Good virus” idea keeps coming up

* Already.71 — a tool and a virus
(disassembly and operation)

* “Corrupted blood” epidemic in WoW (video)

* W32/Nachi — worm that exploited and patched a
vulnerability

* Pros and cons of harnessing replicating code
* Conclusions
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Google search for “good virus” and “bad virus”

* People are very receptive to “a good virus” idea

* A lot of “bad virus” searches are emotional (“horrible” and
"awful”)
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ALREADY.COM - a tool and a worm!
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ALREADY.COM tool usage
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Already.71 — just 71 (0x47) bytes

a168

a1a2

a182

8182

8164

6168

a18n

818E

8118

8113

8113

8115
a115

8115 different:
a11s

a11s

a119

811D

a1z28

a122

8124

8124

8124

8126

a128

8128

812E

8130

8130

8132

135

8135 start
8135

8135 ;
8137 date
#1137

B139 year
@139

B13E aflready_com

db ‘ALREADY .COM',8

wrows wE Wy @

mov ah, 2Ah
int 21h ; DOS - GET CURREHT DATE
; Return: DL = day, DH = month, CX = year
5 AL = day of the week (8=Sunday, 1=Monday, etc.)
cmp dx, date
jnz different
cmp c®, year
jnz different
mou ax, 4CAt1h
int 21h ; DOS - 2+ - QUIT WITH EXIT CODE {EXIT)
; AL = exit code
; CODE XREF: start+81j
; start+ETj
mou date, dx
mou year, cx
mov dx, offset afAlready com ; “ALREADY.COH”
2or cx, CX
mou ah, 3Ch
int 21h ; DOS - 2+ - CREATE A FILE WITH HAHNDLE {CREAT)
; CX = attributes for fFile
; DS:DX -> ASCIZ filename (may include drive and path)
mov bx, ax
mov d=, 186h
mou cx, 47h
mou ah, 48h
int 21h ; DOS - 2+ - WRITE TO FILE WITH HANDLE
; BX = file handle, CX = number of bytes to write, DS:DX -> buffer
mov ax, 4C88h
int 21h ; DOS - 2+ - QUIT WITH EXIT CODE {EXIT)
endp ; AL = exit code
dw 711h DATA XREF: start+alr
start+15Tu
dw 7CER DPATA XRFF: start+ate

start+10%y
DATA XRFEF: start+1bto
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Already.71 — get current date (1st block of 3)

a108

8182

a182

a182

8104

8188

a10a

818E

g118

0113

8113

8115 ;
8115

8115 different:
8115

115

8119

811D

a128

8122

0124

0124

8124

8126

8128

8128

812E

a138

a138

8132

8135

0135 start
8135

0135 ;
Bi37 date
@37

§139 year
G139

G138 afAlready com

db °"ALREADY.COW" ,8

DOS - GEI_CURRENT DATE
Return: DL = dagI DH = munthi CX = year
AL = day of the week (#B=5unday, 1=Honday, etc.)

DOS - 2+ - QUIT WITH EXIT CODE (EXIT)
AL = exit code

CODE XREF: start+8tj
start+ETj

dx, offset afAlready_com ; “ALREADY.COM™

mou ah, Zdh
int 21h

cmp dx, date
jnz different
cmp cx, year
jnz different
mouv ax, 4Ceih
int 21h

mov date, dx
mouv year, cx
mou

®or c¥, CX
mou ah, 3cCh
int 21h

mou bx, ax
mou dx, 148h
mou cx, 47h
mouv ah, 48h
int 21h

mou ax, 4CAdh
int 21h

endp

dw 711h

dw 7CEh

wEows W Wy W

DOS - 2+ - CREATE A FILE WITH HAHNDLE {CREAT)
CX = attributes for file
DS:DX -> ASCIZ filename (may include drive and path})

DOS - 2+ — WRITE TO FILE WITH HANDLE
BX = file handle, CX = number of bytes to write, DS:DX -> buffer

DOS - 2+ — QUIT UWITH EXIT CODE (EXIT)
AL = exit code

DATH XRFF: start+aty
start+15ty
DATA XREF: start+ale
start+19Tu
DATA XREF: start+ibTe
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Already.71 — compare (2" block of 3)

a1008
g1a2
g1a82
g1a2
6104
f188
a10n
818E
g118
a113
8113
8115
115
8115
115
a115
a119
811D
g12a
a122
124
0124
0124
0126
8128
0128
812E
a138
a138
a132
8135

8135 start

0135
8135
8137
#1137
g139
§139

G138 afAlready com

¥

different:

date

year

DOS - GET GCURREMT DATE
Return: DL = day, DH = month, CX = year
AL = day of the week (8=Sunday, 1=Honday, etc.)

D05 - 2+ — QUIT UWITH EXIT CODE (EXIT)
AL = exit code

CODE XREF: start+81j
start+ETj

dx, offset afAlready_com ; “ALREADY .COM™

mou ah, Zdah
int 21h

cmp d=x, date
jnz different
cmp c¥, year
jnz different
mou ax, 4Ceth
int 21h

mou date, dx
mnowv year, Cx
mowv

®0r cx, CX
mov ah, 3Ch
int 21h

mou bx, ax
mouv dx, 186h
mov cx, 47h
mov ah, 48h
int 21h

mou ax, uCaah
int 21h

endp

dw 711h

dw 7CER

db °"ALREADY.COW" ,8

wEown W Wy oW

DATA XRE

DOS - 2+ - CREATE A FILE WITH HAHNDLE (CREAT)
CX = attributes for file
DS:DX -> ASCIZ filename {may include drive and path)

DOS - 2+ - WRITE TO FILE WITH HANDLE

BX = file handle, CX = number of bytes to write, DS:DX -» buffer

D05 — 2+ — QUIT UWITH EXIT CODE (EXIT)
AL = exit code

rart+aty

51
start+15Ty
DATA XREF: start+ale
start+19Tu

DATA XREF: start+ibTe
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Already.71 — write itself to disk (3™ block)

188 mou ah, Zdah

a182 int 21h ; DOS - GET CURREHT DATE

182 ; Return: DL = day, DH = month, CX = year

|18z ; AL = day of the week (8=Sunday, 1=Monday, etc.)
a184 cmp d=x, date

188 jnz different

a10n cmp cX, year

818E jnz different

118 mou ax, 4Ceth

8113 int 21h ; DOS - 2+ — QUIT WITH EXIT CODE (EXIT)

g113 ; AL = exit code

a1s

8115 different: ; CODE XREF: start+81j

a115 ; start+ETj

115 mou date, dx

a119 mou year, CX

811D mou dx, offsetaflready_com ; “ALREADY .COM™

f1za ®or c®, CX

f122 mov ah, 3Ch

8124 int 21h ;D - 2+ - CREATE A FILE WITH HAHDLE {CREAT)
g12a ; BF = attributes for fFile

g124 H DX -> ASCIZ filename {may include drive and path)
01246 mou bx, ax

6128 mouv dx, 186h

12 mov cx, 47h

812E mov ah, 48h

8138 int 21h DOS - 2+ - WRITE TO FILE WITH HAHDLE

m13a Bx = file handle, CX = number of bytes to write, DS:DX -» buffer
|3z mou ax, uCaah

8135 int 21h DOS - 2+ - QUIT WITH EXIT CODE (EXIT)

8135 start endp AL = exit code

8135

137 date dw 7110 ; DATA XRE start+aty

g137 ; starte+isTu

§139% year dw 7CER : DATA XREF: start+ate

@139 : starts«10fy

G138 afAlready com db ‘ALREADY .COH' ,8 DATA XREF: start+idfo
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How does Already.71 spread?

File  Edit  Wiew  Favorites  Tools  Help F
7 1 Saarch E -

= Mame Size - Tvpe Date Madified S
A [)5CANDER File Folder 21J05/2007 17130
T CysETUR File: Folder 21)05/2007 17:30
File: Folder 21/05/2007 17:30
File: Folder 21/05/2007 17:30

File Folder 21j05/2007 1730
File: Falder 21/0512007 17:30
I TELEDISK File: Falder 21/0512007 17:30
File: Folder 21/0512007 17:30
Program Files yses File: Folder 21J05/2007 17:30
Pythanz4 ChTsEs2 File: Folder 03/07/2007 12:42
RECYCLER i | 1 File: Folder 11/02/2008 18:51
ICZHVIRGEN File: Folder 21/05/2007 17:30
System Yolume Information [WDAsM File: Folder 21J05/2007 17:30
| temp é.“.' 45CRIPT. 16 261 KB 16 File 121212002 15:09
&=l 43CRIPT. 32 S3KE 32 File 10/1212002 19:24
ﬁﬂ‘?SCRIPT.COM 1kE  M3-DOS Application 16/05/2000 1102
3 ADINF ] 45CRIPT.OVL 240KB  OWL File 15/05/2000 10:34
) avmussum ﬁaIr‘Ea::I';.-'.|:|:|rr| 1 KB M3-DOS Application 16/07/1995 20:46
® ) ave | 86 KE Application 07/07}2004 16:00
) aveaz 24KB  Application 17/05/2000 17:06
) AvYSCAN 43KE  Application 26/07/2003 13:37
AP 42 KB Application 08/06{2000 00:21
) BOOTCHE 200 KE  Application 03/10j2003 05:43
=) cpaw Feeo.exe I7KE  Application 08/03/1993 20:53
3 bocToR HgooTs.o0C 17KE  Microsoft Word Doc...  18/12/2000 13:20

B3 F-MACROW v | MleooTs.exe 19kB  Application 18/12/2000 13:20  ~

£ i | > £ il [

Due to “curren't folder” concept.
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A tool

g:\TEST>d1ir c:\tools\al*.*
volume in drive C has no Tlabel.
vVolume Serial Number is CCA3-EB32

Directory of c:\tools

16/07/1995 20:46 71 already.com
1 File(s) 71 bytes
0 Dir(s) 29,810,040,832 bytes free

C:\TEST>

12
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G:\TEST>dir c:\tools\ 13

Empty folder

C:\TEST>dir
volume in drive C has no Tabel.
Volume Serial Number is CCA3-EB32

Directory of C:\TEST

13/02/2008 19:45 <DIR>
13/02/2008 19:45 <DIR> ..
0 File(s) 0 bytes

2 Dir(s) 29,810,040,832 bytes free

C:\TEST>

McAfee



Execution

C:\TEST>already

C:\TEST>

14
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Replicant!

15

C:\TEST>dir
volume in drive C has no label.
volume Serial Number is CCA3-EB32

Directory of C:\TEST

13/02/2008 146 <DIR>
13/02/2008 146 <DIR> .
13/02/2008 - 46 71 ALREADY.COM
1 File(s) 71 bytes
2 Dir(s) 29,810,040,832 bytes free

C:\TEST>

McAfee
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What did we learn? {I E

+ Insecure environment
Insecure programming techniques
Replicating worm

* Probability of a mistake grows when insecure
programming techniques are used:
— Self-modifying code
— Modifying other programs on disk or in memory
— Using exploits

* Insecure environments are unexpectedly common
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“Corrupted blood” incident in WoW

17
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“Corrupted blood” epidemic (Sep 2005)

* Zul'Gurub
Instance
dungeon
(added in
WoW 1.7
for 60+ vl
players):

McAfee


http://www.wowwiki.com/images/c/c5/Zul'Gurub.jpg
http://images.google.co.uk/imgres?imgurl=http://www.rpgamer.com/logo/pc/wow.gif&imgrefurl=http://www.rpgamer.com/news/Q3-2005/092005a.html&h=75&w=125&sz=6&hl=en&start=130&tbnid=V8g27dgvq0ETSM:&tbnh=54&tbnw=90&prev=/images?q=%22corrupted+blood%22+wow&start=126&gbv=2&ndsp=21&hl=en&sa=N

“Hakkar the Soulflayer” monster

* Casts a
powerful
“Corrupted
blood”
spell

* Infectious!
* Epidemic
started

19
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What went wrong?

* Timeline
— WoW 1.7 went out on 13 Sep 2005
— Epidemics started on several servers on 15 Sep 2005
— Source - Hakkar monster from Zul’'Gurub instance dungeon

* “Corrupted blood” - spell parameters:
— Damage: 200 HP (60+ level players have 4000-5000 HP)
— Duration: 10 sec (every 2 seconds)
— Radius: 100 yards (infectious with 100% probability!)
— By design it should be very limited in time and space...
— But spreads from a player to a player (+ NPCs and pets)

* And could be “conserved” in an un-summoned pet!
— A design oversight (due to environment complexity)

McAfee


http://www.dailygalaxy.com/photos/uncategorized/2007/08/22/world_of_warcraft_050905.jpg

Corrupted blood disease in WoW

T o H00E . &

* Infected = —i® __
Ironforge J e
city:

iz AP ERlv. B e
WINOEG 7889
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http://www.wowwiki.com/images/f/fe/WoW_Corrupted_Blood_Plague.jpg

Corrupted blood disease (video)

* Corpses in
the city:

22
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Dead characters everywhere (skeletons)

* Fortunately,
in WoW death
is “temporary”

* Game was
effectively
unplayable for
many days — a lot
of upset users

23
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Reaction

W [t appears that the hotfix remedy concocted to combat the recent
2 i i 9 Azerothian outbreak has not yielded desired results, &t this time, our - .
‘ medical staff is continuing to develop an effective cure, We look forward to - IRG - —
ensuring the health and vitality of the citizens of Azeroth in the near future,

* Many players excited: "first proper world event”

*Fixin 1.8 (10 Oct 2005): “Fixed a bug that would allow
Hakkar's Corrupted Blood ability to target pets.”

*Fix in 1.9.3 (07 Feb 2006): “Corrupted Blood now deals
direct damage with a following damage over time effect
and no longer spreads to others in the raid.”

McAfee
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What did we learn? { | }

* Replication went out of control (Chernobyl!)

* If it is iImplemented in a complex environment it is hard to

predict all possible scenarios
— To some extent Already.71 too
— The Morris worm
— Internet is a lot more complex

McAfee
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W32/Nachi — a vulnerability-patching worm.
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W32/Nachi (aka W32/Welchia)

* W32/MSBlaster (aka LovSan) —
11 Aug 2003

* W32/Nachi — released 18 Aug 2003

— Contains code to download and run Microsoft’s
patch for MS03-026 RpcDcom vulnerability

— Overloaded many networks

— But, to give credit to the author, was time-limited
(removes itself in 2004)

— At the time of its “suicide” ~30,000 IPs had W32/Nachi

27
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What did we learn? { | 5

* Beneficial worms can and will contain bugs

* W32/Nachi lacked control in two areas

— Network load
— Did not die as quickly as was expected

* Internet is a very complex environment

McAfee



To be or not to be? Pros and cons.

29
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Pro and contra

* Dr. Bontchev’s «Are "Good" Computer
Viruses Still a Bad Idea?» 1994 paper:

— A useful worm can be created but with all the controls in
place most people would not consider it to be a virus

* Arguments for:
— Compress/encrypt files/disks
— “Maintenance” worm
— Quicker (and forceful) patching
— Remove bad worms
— Better administration through computers’ discovery
— Support human rights (censorship in China)

30
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Patching using replication

* Very quick (Warhol and flash) worms

* Patching needs to outrun worm
propagation

* |If there is a replicating patch — should
it be released?

* No, because:
— It is technically risky
— In a rush there is unlikely to be enough time for proper QA
— It is legal minefield too

McAfee
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Conclusions { ! 5

* Replicative property is a rather dangerous technology:
— Available to everybody
— Control is hard (WoW, Nachi)

* Can a useful virus be created? Yes.
* |s it dangerous? Yes, and more then we expect.

* Messing with infections or viral properties?
Not a good idea.

McAfee
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Key references

* Already:
— http://home.flash.net/~hoselton/pubs/mah_010.txt
* Wow:
— http://www.wowwiki.com/Corrupted_Blood
— http://www.securityfocus.com/news/11330
— http://www.worldofwarcraft.com/patchnotes/patch1p7.html
— http://events.ccc.de/congress/2007/Fahrplan/events/2322.en.html
* Nachi:
— http://vil.nai.com/vil/content/v_100559.htm
— P.Szor “Virus Research and Defense”, Symantec Press, ISBN 0-321-30454-3
* Bad viruses:

— http://'www.people.frisk-software.com/~bontchev/papers/goodvir.html
(by V.Bontchev)

— http://www.avertlabs.com/research/blog/index.php/2008/02/18/friendly-worms-facing-1
(and see a comment by V.Bontchev to this blog)

* Good viruses:
— http://pages.cpsc.ucalgary.ca/~aycock/papers/china.pdf

McAfee


http://home.flash.net/~hoselton/pubs/mah_010.txt
http://www.wowwiki.com/Corrupted_Blood
http://www.securityfocus.com/news/11330
http://www.worldofwarcraft.com/patchnotes/patch1p7.html
http://events.ccc.de/congress/2007/Fahrplan/events/2322.en.html
http://events.ccc.de/congress/2007/Fahrplan/events/2322.en.html
http://vil.nai.com/vil/content/v_100559.htm
http://www.people.frisk-software.com/~bontchev/papers/goodvir.html
http://www.avertlabs.com/research/blog/index.php/2008/02/18/friendly-worms-facing-friendly-fire/
http://pages.cpsc.ucalgary.ca/~aycock/papers/china.pdf

Questions, please

Email: mig@mcafee.com
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