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* GIS (Geographic Information Systems):
computer based methodelogy*tacollect,
store, manipulate, retri ispla
analyze georeferencec
— GoogleEarth /
— ESRI
— Intergraph
— GRASS

GIS
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* Traditional GIS tools focu
environmental issues _—
* These days thanks to oogIeEa n or*
GoogleMaps the @ /4' Internet user
starting to be expc¢ \
mapping software unle
— Track a cell phone (cell

— Track flights in mid-air!!!
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Where has IT security a'nd\
mapping collided"

2 Implemented

* Multiple security firms hav
GIS tools in their producte
degrees)

®

— MeerCat (Secure‘ |

— VisCat (ETRI)
— GeoSWAT
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GeoSWAT

= Google Earth Pro

« Places
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Geospatial Intrusion Detection

* Goal: find a direct correlation betwee

based network alerts by plotting their sot
locations on a geogr |
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How does it work? T——

» High-level ‘roadmap’: \
1. Plot rolling time period (# we
weeks)

2. Eliminate ‘friendlies
positives | f,_.--'"’
2.1 Geographigally pl _
business partners S by ¢ Idress
(very accurate in G

2.2 Create an IDS alert tha
customer authenticate
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Geospatial Intrusion Detection

3. Run a clustering algorithm on p otted data

* There are several dlfferen.t,glu 2ring algorithms to
choose from: ,

— Poisson, nearest-neighbor,
Function, Getis-Ord

4. Extract network alerts
spot’ A

5. Run a weight ¢z f g algorithm

evaluate if ther IS a
alerts ‘

* Correlating elements in an @
— Alert severity |
— Destination ports y \

— Timestamp %

oran’s I'Index, Ripley’s K

within identifie
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1. Plot rolling timeseries

14 day intervals (the slow probe theory)
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2. Eliminate ‘friendlies’
~ N

Map Legend
= Source IDS Alert .

‘ = Remote Offices or
Telecommuting

\ Residences

Depending on your
risk comfort abilities
this would eliminate
~30% of potential
false positives.




3. Run a GIS clustering algorithm

Alerts and Poisson Points with Buffers

,f{ Y %@f

Draft - March 21, JDGF‘

Alerts

Poisson Points
[ ]| Poisson 100km
Countries




4. Extract ‘hot-spot’ network alerts




5.Run a weight calculating algorithm to evaluate if
there is a relationship between alerts

-

* Insert image(s) later...



Accuracy translatio

* Vendors

— |P2Location

— MaxMind

— Quova (wireless capat
* How is the transla tion

— Domain scrapping”

— Compare Trace oute:

— Strategic partnerships \

— Strategic partnershlps with

sites
%

ﬁes)
alcuated?
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Okay...how do | beat it? .

* As with many (if not aII)dejg es there are
always loopholes:

— Most scanning/enumeration tools p u\
sequential scans of |IP @ddress — DO
SEQUENTIAL IPs ATTACK A VICT]

— Map remote locati s'a se a tool ./ ict

h",
U

neighboring IP addresseSigwhich will#Bpefully
get extracted when eliminatiig, ‘friengifies
— Attack from random geograg ns and

with varying times

.
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Deconstruct the translation file

- Insert image of deconstructed application
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