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Who were we?

Grant Jordan & Kyle Vogt

MIT students with too much
free time

Lots of ridiculous projects

...like safe cracking.




Who are we NOT?
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o Stock Market Experts
e Spammers
e Get Rich Quick Scammers



Spoller Alert:

Everything will be seen through a soda straw.
It’s all from our point of view at the time.

We couldn’t see the forces behind anything.
Lots of guesses. Lots of hypotheticals.

Moral of the story:

A lot can be determined without the underlying
information. It’s all about how you look at the
iInformation that everyone already has.




How It all started...
October 2006

"“E SEEM IT BEFORE
AIN'T SEEN NOTHIMG

Cornpary MName: GOLOMARE, Ir'-JIZZII._JEiTF:.IEEi ({Other OTC:GOKLPK)

Syrnbol: (E0K I — T
Price: _ $1.47 [_

By the end of the w l thisz H ke at i
GOKI MEW HEA ELIHE

. Frost Performing at LATY Late MNight's
at Club Luna in Hu:uII'-.-"-.-'-.-'u:u|:u:l. Zalifornia I._.Il_tl_lLu;!r _5 2006

GOKI IS THE ULTIMATE STOCK IM THE EMTERTAINMENT IMNDUISTRY .
WATCH GOKI SOAR OM WED QICT 251 .

o Kyle: “There must be a way to make money
off all this spam trying to sell stocks!”

e Grant: “You're an idiot.”



Why Kyle must have been wrong...

MSC = MPC
Market = Supply

e Profit is derived from asymmetric information.
—“l know something that you don’t!”

 If everyone knows, it's already priced-in.


http://www.anzhealthpolicy.com/content/2/1/13/figure/F1

e But everyone gets the spam!

« What do we know that others don’t?



But first...

What is this spam trying to do?



/N
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Phase1 PhaseZ2 Phased

Send Stock . > :
Spam Profit!




Anatomy of a “Pump and Dump”
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Anatomy of a “Pump and Dump”

JHHE S-Hinute =

1) 1 own 100 shares of Worthless, Inc. @ $1 per share
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Anatomy of a “Pump and Dump”

JHHE S-Hinute =

2) | go on message boards and tell everyone the stock
is about to go “THROUGH THE ROOF!!1”
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Anatomy of a “Pump and Dump”

JHHE S-Hinute =

3) People go buy the stock
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Anatomy of a “Pump and Dump”

JHHE S-Hinute =

4) Price goes up with increased demand.
| sell all my shares @ $2 (Profit!)
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Anatomy of a “Pump and Dump”

JHHE S-Hinute = 4:00 PH

5) Surge of demand was atrtificial.
/ There are no new buyers.

People try to sell... but can’t!
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Anatomy of a “Pump and Dump”

JHHE S-Hinute = 4:00 PH

6) Stock plummets to below starting price.
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Anatomy of a “Pump and Dump”

JHHE S-Hinute =

My profits

~— ﬂ'iﬁ“‘ )Their losses
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Pump & Dump

e “Touting” a stock

e The concept is old
— Word of mouth
— Boiler rooms
— Forums

e Spam!
— Provides a much wider audience at low cost.



Pump & Dump

» Profits determined by when the tout sells out.

* Losses for suckers determined by how late
they bought in, and when they sell out again.

— Late-comers get crushed!



What kind of stocks are these?

“Penny Stocks”

“*Over the Counter” (OTC)

— Not traded on a major exchange.
e (OTC/BB, Pink Sheets)

— Thinly Traded: Near zero volume most days.

— High Volatility: Since price is so low (often $1/share),
even small changes in price can produce huge %
change.

You could spam all you wanted about a NYSE
stock, but your increased demand would likely
be nothing against normal trading volume.



IT IS VERY ILLEGAL!

(and a real dick move)

 All changes in supply and demand of the
target stock are artificially generated.



Ok, ok, but really...

Who Is dumb enough to buy stock
because an email told them to?



Result: Plenty of People

e GDKI — Goldmark Industries — 10/20/06
* 60% spike Mon->Fri
e Over 600k shares (possibly >$250k profit!)




Actually... that was small potatoes...



The Bigger Game

(Two Months Later)
« GDKI -12/22/06
e 300% Iincrease over 5 days
e Over 10M shares (possibly >$30M profit!)

Historical Chart of GDkI Tirnefrarme 1201906 to 11107

Date 11107 Open 0.16 High 0.18 Loy 0.155 Cloze 0.17
0K m Splitz @ Dividend=z B Earnings Up

'l
[

'.' l 0.15

Yolume 458,600




But wait...

* Not every pick is a winner. (Uh oh.)

e Week 1 - Oct 20-27, 2006
— 20 stocks touted
— 3 produce profits
— GDKI far exceeds others



The Data

 \What information do we have?
— Stock spam. ~1,000 per week.
— Market data showing result of previous week.



What did other researchers see?
(Hint: Very little)

Frieder and Zittrain

— “Spam Works: Evidence from Stock Touts and
Corresponding Market Activity”

Hanke and Hauser
— “On the Effects of Stock Spam E-mails”

— Both found correlation between volume of stock spam and price
of touted stocks.

Numerous researchers claimed that by Fall 2006, stock
spam was dead.

How could that be? We were seeing a ton!



Selection Bias!

“We first automatically extracted messages that appeared to be
stock touts. This was done by selecting messages that met two
conditions: (1) the message contained the word “stock,” and (2) the
message contained a ticker symbol-like word.”

— Frieder and Zittrain

“...automatic scripts evaluate the e-mails received for all trap
accounts, classify the subset of stock spam e-mails according to the
target stock, and time-stamp them.”

— Hanke and Hauser

All prominent stock spam studies used text-based analysis.

Before 2005, that still produced results. By 2006, nearly 100% of
the successful stock spam was graphical.



Q: How do you sort graphical spam?

A: By hand!
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Sorting Spam
Sort all stock spam emails by stock symbol.
14 weeks

>50,000 spam emails
12,168 stock spam



DATA!

nat can we get out of it?
Previous results
Relative botnet power

dentify spammer’s unique signature



Relative Botnet Power

1. Sort by stock symbol
2. Plot total emails over time for each symbol
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Spammer Signature

e Each spammer has his/her bag of tricks.
— Layout
— Encoding
— Captcha-type obfuscation
— Style!

 \When you're looking at every emaill with
your own eyes, Iit's easy...



Game Time!

 Choose the successful spammer...
 Week (n), this emall had great results:

SRRL IS ABOUT TO REACH NEW HIGHS!
ADD SRRL TO YOQUR RADAR ON WED NOV 15TH!

STELLAR RESOURCE NEW (OTC BB:SRRL.DB)

Symbol: SREL
Price: a1
5-day Target: %5
Current Market:  Bullish

OuUR NEWSLE'ITER IS MEVER WROMNG!
SRRL WILL POST GAINS EXCEEDING 300%! SIT BACK AND WATCH!

SEEL MAKES STUMMNING ANNOUMNCEMEMNT:

THE WESTERN C#
OF ALBERTA ALOM
WATCH SRRL TRADE ¢




Week (n+1)
Which stock will have similar results?

YOUME SEEM IT BEFORE YO SAY?
YO AIN'T SEEN NOTHIMG!
THIS IS &M &LERT FOR MOMDAY MOVEMBER 131

Compiny Name: MOTION PICTURE GROUP (*MPRG.PK*) -

Symbol: MPRG
Price: } $0.20
Target: $1.0

Current Recommendation: Yery Agressive Buy
MPRIS RELEASES BREAKING MEWS:

The Motion Pickure Group (MPRG) has released a number of new films including

the Feature FilmfDocumentary "I Trust You To Kill Me" Staring Keifer Sutherland.
The Woarld Renowned William Maorris Agency, represented the sale and vesterday
they announced huge success at the AFM, :

This one is seling at $0.20 but wont stay that way For long, we are expecting .
the details of the sale at the open of next week., Waste no time, Keifer Sutherland
is one of the hottest actors in Hollywood; this sale could push the stock through

the roof. Grab it First thing Monday morning!

P .
" MPRG IS THE ULTIMATE STOCK IN THE MOYIE INDUSTRY!
WATCH MPRG ON NOY 13!

WE WANT OFFER YOU NORTHAMERICAN ENERGY GROUP CORP.
(NNYG.PK)!
BUY NNYG JUST AFTER CHRISTMAS. THE ALARM IS ACTIVATED!!! AND IT
IS GOING TO EXPLODE!

‘WE SUGGEST FOR YOU THE NEXT FRICES:

CURRENT_PRICE: $0.024 GET IT IMMEDIATELY! TARGET PRICE IN 1 WEEK:
0.09%

USE YOUR BROKERAGE SITE READ THE EXHAUSTIVE INFORMATION ON
THIS INCREDIBLE COMPANY.

THIS IS YOUR BIG CHANCE TO DOUBLE YOUR INVESTMENT FOR SHORT
FPERIOD.

Trading Alert!

Trade Date:

Company;

ofc: vPSI, PK)

Stock Price 11714 /05:
710 Day Target Price: $0.15

Wednesday, MNovember 15, 2006
VISION AIRSHIPS INC {gther

News Eeleosed:

"Wision Airships Selects Las Vepas as First North
American Market for Its Advertising Airships” (Read all
aboyt at Yahoo finance)

In order to benefit from this lucrative opportunity you
need to get in now ard start wakirg profits, There s
still time. but hot much. This is the ohe you ve been
waiting for! Do yourself a favor and make that big scorel
Do not waste your mongy investing in companies that dan™t
have what it takes to be successful, A track record of
years of business is Jjust the kind of foundation a great
comPany needsS to SuCceed.

Company:

QUANTUMENERGY o
| Symbol:

QEGY.OB |

i f i _. | 5-DayTarget
GET ON QEGY NOW! |36
IT'S ABOUT TO BLOW UP!

ADD IT TO YOUR RADAR Quantum Energy, Inc. Announces

& o - Bindng Agreement on Oklahoma
ON MON NOV 6TH! Leases

QUANTUM ENERGY INC. Financials

WATCH QEGY LIKE A
HAWK ON MON NOV 6TH!

“Visit your favourite financial site to read the complete anticles” Inglish #5 is on Line

Quantum Energy, Inc. Announces
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INYESTORS, WE HAVE PROYVEN THAT WE ARE RIGHT!
SEMNS GAIN= OWER 50%0 ON MNOWA 1 ONE OF PR CAMPAIGH!
CMVATCHIT TRADE STARTING 31!

Company Mame: SHALLBETTER. IMDS IMC {(Other OTiZ:SBNS.PE)

Price: $1.14(EIG DISCOUMT!
Sembol; SEM3
S-day Target: $£17

SEFFJS RELEASES BREAKIMG MEWS, READ OMLIME!

L
About SEMS: —

Shallbetter Industries Inc, is a publichy traded mining company engaging
in the acquisition, exploration and patential developrnent af mineral
properties in Outer Mongolia, The company trades on the OTC market
of the United States under the trading symbal SEMS,

SEMS IS GAIMIMG MOMEMTUM! GET &M IT BEFORE IT'S TOO LATE!
ADD SEMS T YOUR RADAR OM MOY 11
WATCH IT SOAR! o
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SRRL POSTS IMMENSE GAINS!
SRRL IS ABOUT TO REACH NEW HEIGHTS!

Compary Mare: STELLAR RESOURCE MEW (OTC EB1SRREL.CE]

Symbal: SRRL

Price: #1.46

Target: $20

_ Fecommendation:  Very Agressive Buy

SREL IS SET TG POST GAING OF OVER 1000%0!

-_—
SRERL RELEASES BREAKIMG MEWIS:
*#* Shallar Resources Lid, - Company To Focus EFforts in Marth Armerican Energy Sector

-




a Petrolewm!

with a n publicit
] L to bring all our r
you to get in on this one and ride it to the

ol: CNPM
Current Price: §:
Projected Price: §11.40

"h"‘h the stats! Ch the nadine what this one will do when the
zhing nem

oil dis ery? We are not permitted to S: at this point. A11 we
is that this one is going to See amazZing appreciation in a wvery short

period of timme! Thizs is wvour opportunity. Win hig with CHPH!

low = high!
i zLY) to close

our merkbe
on the che

Ever-clory Int
rrent: 0.

T WIRE) -No
r-Glory anc
sorded in Exc §100, 000

We heli . . ng
huge wir 7 of opportunity which could lead to
large cont . o EGLY!
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YOUME SEEM IT BEFORE YOl SAY?
YO AIN'T SEEM NOTHIMG!
THI= Is AW ALERT FOR MOMDAY MOWEMEBER 13

Compdny Name: MOTION PICTURE GROUP {*MPRG.PK*) .

Symbol: MPRG
Price: _ $0.20
Target: +1.0

Current Recommendation: VYery Agressive Buy
MPRG RELEASES BREAKIMNG MEWS:

The Mation Pickure Group (MPRGE) has released a number of new Films including
the Feature Film{Documentary "I Trust Yoo To Kill Me" Staring Keifer Sutherland.
The World Renowned Williarm Morris Agerncy, represented the sale and vesterday
they announced huge success at the AFM,

R . . i
This one is selling at $0.20 but waonk skay that way For long, we are expecting

the details of the sale at the open of next week, \Waste no time, Keifer Sutherland '
iz one of the hotkest actors in Haollywood; this sale could push the stock ERrough
the roaf. Grab it Firskt Ehing Monday morning!

-
~ MPRG IS THE ULTIMATE STOCK IN THE MOYIE INDUSTRY!
WATCH MPRG ON NOY 13!
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Scale Change!
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* The text-based spammers lose their minds

— Spamming 15 different stocks
— All text-based
— No results



So what?

e \We don’t wait to see how many emails a
spammer will send out... we already know.

e \We pick a winner with a single email.

 \When the best spammers sends out his
first email about a stock, we know to buy.



JHHE S-Mirnute = 4: 00 PH

So we buy the stock... here

QTII
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The Jordan/Vogt Method

Sort week’s worth of spam by ticker symbol.
ldentify spammer by email style

Compare each spammer’s past results
ldentify top spammer

When first emall from top spammer
arrives... buy the stock.

Sell out.




Did it work?

e Yes...
e ...and no.

 Method worked for a few weeks, until the
whole bottom fell out of stock spam.

— Best spammer had a bad week (lost ~$2M)
then dissapeared.

— Major botnet takedowns (?)
— Major SEC crackdown (“Operation Spamalot”)



“Operation Spamalot” — 3/07

 SEC suspended trading on 35 stocks

e |ndicted two men In Texas for securities
fraud. Eventual $3.8M settlement.

e Operation started because an SEC
attorney was getting the spam.



Could 1t work again?

 Maybe.
e Spam goes In cycles... botnets come and go.



A Recent Look at my Spam Folder:

(April 2009)

@ Drugs

B Scam

0O Watches
0O Diploma
B Sex

@ Book

m Jobs

0O Gambling

« ZERO stock spam emails!
 The whole stock market meltdown thing probably didn’t help.



Wil it happen again?

e Spammers have given up on stock
manipulation... for now.

o If It starts again, the Jordan/Vogt method will
probably work again.

e Unless...



But now you all know...

« S0 what happens if all of you do 1t?
— Increased liquidity = More spammer profit
— Stocks tank faster, since you know to get out.

— Maybe the only “suckers” will be the people
trying to beat the spammers?

 And what Iif | have a hew meta-strategy?

— Because now... “I know you know.”
— Bwahaha! (?)



Questions?

stockspam@wisecracktools.com
= q:'-—-"'-—_—-___#;( ! :




Other Topics | can discuss:

Could we possibly crash out the market
before the spammers sell out?

Company responses to spam on their stock.
SEC Investigations of the stocks analyzed.

Characterizing types of involvement...
— Spammer picking random company
— Inside job
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