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Agenda

� Introduction

� Overview of UC

� Live demo of Video Eavesdropping

� Live demo of Video Replay and Video Hijack

� VoIP Pentesting trick

� Conclusion
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Introduction

� About VIPER Lab 

� VIPER ~ Voice over IP Exploit Research

� Security research lab dedicated to finding 

� New UC / VoIP attack vectors

� Structural vulnerabilities in insecure protocol / deployment / 
configuration

� Penetration testing team specialized in VoIP / UC Security

� Passionate about VoIP / UC Security

� Replicated a production, enterprise network in VIPER Lab

� Security assessment professionals supported by research and 
exploit developers
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Introduction

� Who we are
• Jason
• Arjun
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