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A What are Firefox extensions?

Altoés just software
A Equivalent of ActiveX

A What extensions do?

A Extend, modify and control browser behaviour

A Provides extended/rich functionality and added features
A Different type of Firefox addons

A Extensions
A Plugins (Search Engine plugins) and Themes
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The Mozilla Platfor

Toolkit

XUL:
- provides Ul to extensions

- combined with JavaScript,
CSS, HTML elements

. o= Il ate \ - " e , Brakepad 4 I
Extension Manager, Update, Moz Storage, Spell Checking, Brakepad -.XUI f||e

Content
XUL XBL
DOM CSS
Lrocument Obyect Model _ascading Style Sheets HTML
M55 / P5SM
Metwork Security Services, Personal Security
Manager
XPCOM
Necko Cross Platform Component Object Model
MNetwork
Library
XPConnect
Bridges |JavaScrpt and XPLCOM
JavaScript
NSPR

Metscape Portable Runtime: Cross Platform APl for System Level Functions

XPConnect:
- middle layer allows JavaScript
to interface with XPCOM

Chrome:

I privileged browser zone

I code fully trusted

XPCOM:

- reusable
components/interfaces

- interact with low layer libraries:
network, 1/O, file system, etc.

XBL:
- allows creation of new widgets
- combined with CSS, XML and
XUL
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A Mozilla extension security model is nonexistent
A Extension code is fully trusted by Firefox

A Vulnerability in extension code might result in full system
compromise

A No security boundaries between extensions

A An extension can silently modify/alter another extension
A XPCom C++ components subject to memory corruption
A Extensions vulnerabilities are platform independent

A Lack of security policies to allow/deny Firefox access to internal API,
XPCom components, etc

A Any Mozilla application with the extension system is vulnerable to
same class of issues (e.g. Thunderbird)
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A Statistics i Firefox Browser Market Share
A Beyond 20% globally since November 2008, more't

regions/countries
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Month Internet Explorer Firefox Safari Chrome Hetscape Opera Other
June, 2008 73.01% 19.03% 6.31% 0.00% 0.67% 0.73% 0.25%
July, 2008 73.02% 19.22% 6.14% 0.00% 0.69% 0.69% 0.24%
ust, 2008 72.15% 19.73% 6.37% 0.00% 0.72% 0.74% 0.29%
September, 2008 71.52% 19.46% 6.65% 0.78% 0.63% 0.69% 0.27%
Dctober, 2008 71.27% 19.97% 6.57% 0.74% 0.45% 0.75% 0.25%
November, 2008 69.77% 20.78% 7.13% 0.83% 0.53% 0.71% 0.25%
December, 2008 68.15% 21.34% 7.93% 1.04% 0.57% 0.71% 0.26%
January, 2009 67.55% 21.53% 8.29% 1.12% 0.57% 0.70% 0.24%
February, 2009 67.44% 21.77% 8.02% 1.15% 0.66% 0.71% 0.25%
March, 2009 66.82% 22.05% 8.23% 1.23% 0.69% 0.70% 0.28%
April, 2009 66 108 22.48% 8.21% 1.42% 0.82% 0.68% 0.29%

A Source: Marketshare - marketshare.hitslink.com
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A Statistics i AMO (Addon%ﬂrg) Do

A 1 billion extension downloads from AMO i N
Total Add-on Downloads

1 billion

800 million

600 million

400 mnillion

200 million

0

Jul Aug  Sep Oct Mov Dec Jan Feb Mar Apr May Jun  Jul Aug Sep Oct  Now
2007 2008

Downloads from addons. mazilla.ong omly. Prior To July 2007, daily couniz were motl kepl
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Google Toolbar
Google Browser
Sync

Yahoo Toolbar
Ask.com Toolbar

Del.icio.us
Extension
Facebook
Toolbar
AOL Toolbar
LinkedIn
Browser
Toolbar

rywhere
Ny

Netcraft Anti-
Phishing
Toolbar
PhishTank
SiteChecker

Skype
AVG
Ubuntu
LiveLink
(OpenText)
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AMO (addons
mozilla org)
Mozdev
Xulplanet
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A Human Factors - users:
A Trust
A AMO Recommended Extensions recommended
A Open Source

3. NO ADWARE
FREE __.*' ¥ NO VIRUSES

A" according to Softpedia, ij==

. ) ) _ SOFTPEDIA
A NoScript/AdBlockPlus provides false sense of security e by wsoftpciacom

A chrome:// URI whitelisted on NoScript, any XSS injection there
IS not blocked

A Misconception = users expect extensions to be safe """’Illl ;lt».J ¥ N0 SPYWARE
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