So Many Ways to Slap a YoHo:
Hacking Facebook & YoVille
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Its Medicinal!

Tom Stracener

Wwall Info Photos Boxes <+

Attach: [@ =# 5] ¢ « - T W

(, Options

Edit My Profile

Tom Stracener

Tom is growin' the good stuff in FarmVille!

om attained the level of Hydro Farmer in Farmville! He can now grow the

T am an application security ;
specialist (A.5.5.) who has been - : 0G
working in the field of Internet
and application security for 10
years. These days I spend most
of my time doing 'mad scientist’
type security research. Currently
deep in Shellcode..

8 hours ago via FarmVile - Comment - Like - Play FarmVile now

il Clarence Doskodil The only FarmVile post I can appreciate.
Good going man!!
27 minutes ago * Delete




‘{f’d What is YoVille?
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1. Direct API Call Message can be a ‘wall

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII> update’ora‘gift’,for
example

Application Acknowledgement 2.

‘I ‘IIIIIIIIIIIIIIIIIIIIIIIIIII

Feed published to Gateway App via Feed 4.

IIIII-IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII*

5. Gift/Message Sent

lllllllll’é"’%
Gift or Message W_,

is Delivered to
Target
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Gateway
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App: GUI

Feed | ™

GW: User News Feed

GW: Messages\Inbox

GW: Notification\Alerts
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&feed_info[template_data][name]=
— Title of message,
— clickable=Yes

&feed_info[template_data][href]=
— URL for message title
— URI masked=Yes

&feed_info[template_data][caption]

— Content of message
— Clickable=No

&feed_info[‘template_data][mediaﬁ
O][src]=

— Location of Image

— URI masked=Yes

— Clickable=No

| ——

&feed_info[template data][media]
[O][href]=

— link for image within message
— clickable=Yes

— URI masked=Yes

&feed info[action_link][O][text]=
— Content of action text

— URI masked=Yes

— I.e. “Claim Mystery Keys”

&feed_info[action_Ilink][O][href]=
— Content of message
— Clickable=No

&feed_info[template_data][media]|
O][src]=

— Hyperlink for Message Image
— URI masked=Yes









1. Application Event

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII>

Application Event Message 2.
‘I ‘IIIIIIIIIIIIIIIIIIIIIIIIIII
Attacker Modifies Link Destinations 3.
[ *
Event published to Gateway App via Feed 4.

IIIIIII'IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII*

Game Application
accessed via Gateway
application

Game Application
generates a structured
API request to update
Gateway App.






You'll have to come see the talk. ;-)






You'll have to come see the talk. ;-)



To build secure software you MUST understand how iwill be attacked

A broad understanding of the attackers persPectiveesides In the heads of a
relatively small group of people - most of them are here this weekend

The only way to scale this knowledge is to captur@nd share it in a structured
and standardized way

http://capec.mitre.org http://cwe.mitre.org
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You'll have to come see the talk. ;-)



