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Following the presentation at Defcon 17,
you can find the final slides here:




Honey, | Shrunk the Entropy!

Silent Banker author forgets to seed the PRNG



Off to a bad start...

Zeus, September 2007
PRNG used to avoid hash-based detection

ENN 1L

; Exported entry 758. rand

; int _ _cdecl rand{)
public _rand
_rand proc near

call _ _getptd

mov ecx, [eax+14h]
imul ecx, 243FDh
add ecx, 269EC3h
mov [eax+14h], ecx
mov eax, ecx

shr eax, 18h

and eax, 7FFFh
retn

_rand endp

Silent Banker, Feburary 2008
PRNG used to generate temporary file names



Recipe for disaster - step 1

EAN L

HyRand proc near

arg_8= dword ptr 4

mouw eax, CurrentSeed
imul eax, 343FDh

add eax, 269EC3h

mou CurrentSeed, eax
chr eax, 18h

imul eax, [esprarg 8]
shr eax, 16h

retn

HyRand endp

Silent Banker, July 2008
PRNG used to generate encryption key



Recipe for disaster

2. Generate 16 byte key with 1000 calls to rand()
3. Generate 8 byte number from 16 byte key
4. Generate another 8 byte number from the first 8
byte number and “secd” value from INI
configuration file
5. Explode the second 8 byte number into 32
bytes
6. Encrypt stolen data with original 16 byte key
from step 2
7. Send the exploded 32 byte number along with
stolen data
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Recipe to exploit the disaster

def m=in{):
iren = imenlib . Debugger({)

#define where to start and end
start = Ox10025666

end = 0Ox100z256E4
inm.setEreakpoint{end})

£ = openi B ¥
psecd = imn.remoteVirtualllloc{O=x15)
pfinal = imn.remoteVWirtualllloc{O=x100})
secd = 0

wrapkeyiz = []

for i in range {(0O,5):
i, setReg( s SLAart)

fistep past the prologue sSo we know ehp
for x in range {(0,3):

irmm. stepIng )
ebp = imm.getRegs{) [ ]

if i==0:

secd = imm.readMlewmor vy intn. readlong{ebp+0xS) , Ox15)
else:

imm. writeMewory{ psecd, secd)

imm. writeLongi{ebhp+d, psecd)

imen. weiteLong{ebp+O0x14, pfinal)

#let the keys generate and grab the output
itren. Bund )y
finali

primaryle

= irmm.readMemory{pfinal+z, Oxz0)
= imwm.readMemory{ebp-0x30, Ox10})
#log the keys for later correlation
f.write{primaryla}

f.write{final3iz}

TO ZERO

2. Generate 16 byte key with 1000 calls to rand()

3. Generate 8 byte number from 16 byte key

4. Generate another 8 byte number from the first 8
byte number and “secd” value from INI
configuration file

5. Explode the second 8 byte number into 32
bytes

6. Encrypt stolen data with original 16 byte key
from step 2

7. Send the exploded 32 byte number along with

stolen data




Disaster recovery



The one that got away...



| created a hyper cool MBR
rootkit and all | got was this
old trojan DLL

Torpig installs MBR rootkit to get a DLL
Injected into user-mode programs



The nasty side



The funny side

B C:A\WINDOWS\system32\cmd. exe -0 ﬂ

C=srqueryPipe.exe 25 | more

[id:B8xB8]

v  homecem.com

wu  fortishanking.com
secure.ingdirect.it
#*paiffeizenonline.ro
meine .norizhank.de
=*cajadeavila.es

e  bigonline . pt
=pehanking. it

—— More —




The nice side



To DES or not to DES?

Attacker’s trojan defaults to xor

due to invalid size DES key



Always make backups!

BN
mov eax, [esp+8+size]
test eax, eax
jz short loc_ 180887125
m
ENL h
cmp dword ptr [edi+CryptoStructure.blUseHSCryptonPI], 8
jnz short USE DES _EWCRYPTIOH
1
.
1M BN
=or ecx, ecx
XOr baCkup methOd test eax, eax USE_DES_ENCRYPTION:
jle short loc_18887125| |cdq
and edx, 7
add eax, edx
sar eax, 3
test eax, eax
mou [esp+8+pduwDatalen], B
jle short loc_ 18887125
1
¥ ¥
Nl BN
push ebx
loc_100670D00: push ebp
mow edx, ecx mov ebp, ds:CryptEncrypt
and edx, 7 mov ebx, eax
mou dl, [edx+edi+2Ch]
Xor [ecx+esi], dl
add ecx, 1
cmp ecx, eax
jl short loc_-180887 8D 8|
|
k J
BN ] (ENW
pop edi
pop esi loc_10887167:
retn 8 mou ecx, [edi+2Bh]
push 8 : dwBuflLen




How to shoot yourself in the foot



MSDN to the rescue

hEaseatz [in]
& handle to a hash object that has been fed the exact base data.

To obtain this handle, an application must first create a hash object with CryptCreateHash and then add
the base data to the hash object with CryptHashData. This process is described in detail in Hashes and
Cigital Signatures,

JwFiags [in]
Specifies the type of key generated.

The sizes of a session key can be set when the kev is generated. The key size, representing the length of
the key modulus in bits, 15 set with the upper 16 bits of this parameter, Thus, if a 128-bit #C4 session key
is to be generated, the walue 0x00800000 is combined with any other dwfiags predefined value with a

bitwise-OR operation, Due to changing expaort contral restrictions, the default C5P and default ke isngth
rmay change between operating systerm releases, It is impartant that both the encryption and decryption
use the same C3SP and that the key length be explicitly set using the dwAags parameter to ensure
interoperability on different operating system platforms.,

The lawer 16 bits of this parameter can be zera ar you can specify one ar more of the fallowing flags by
using the bitwise-0R operator to combine them,



Honey, sorry to bother you
again, | shrunk the Internet

Conficker.B’s flawed IP generator only

scans a portion of the Internet



The flawed method

in_addr addr;

I int 1 = guantity;

srand{GecTickCount{) )
¥ Yy ¥YVYY # R E; while{i-—-)
EAN L ¢
get_another_ip: ; MSUCRT.rand Slesp(l):
call ds:rand — do
mou word ptr [ebp+addr], az {
call ds :rand ; MSUGRT .rand do
mou word ptr [ebp+addr+2], ax ——t—
cnp byte ptr [ebp+addr], BBh {
jb short get_another_ip addr.3 un.% un w.s wl = rand(}):
] addr.3_un.3_un w.s_wiZ = rand{};
H
EHLLL h while { addr.3 un.3 un b.z bl < ¥
cmp byte ptr [ebp+addr], 248 - - -
ja short get_another_ip )
while { addr.3 un.3 un b.=s bl > 11
addr .3 un.3 un b.s hi > 11
addr.3_un.3 un b.s b3 > 11
addr.3_un.3_un b.s_h4 < 11
addr.3_un.3_un h.s_bi > 11
iz special{addr) ||
iz public{addr} };
EENLL
cmp byte ptr [ebptaddr+1], 254 if (is blacklisted(addr})
ja short get_another_ip -
| continue ;
BNl if {(addr.3_un.3 un b.s b2 > Il addr.3_un.3 un b.s b4 > 1]
cmp al, 254 {
ja short get_another_ip o impossiblett:
1 y
v
EHLl'l princf{"sd. sd.sd 5dvn”, addr.3 un.3 un b.s bl, addr.3 un.3 un b.s bz,
cnp byte ptr [ebp+addr+3], 1 - - = = - - = =
ib short get _another ip addr.3 un.3 un b.3 b3, addr.3 un.3 un b.s bi);
T T




a bk wbdpeE

What's the big deal?

Excludes multicast, private, broadcast, etc

Excludes IPs on blacklisted subnets (researcher and A/V networks)
Excludes any IP with an octet set to 255

Excludes any IP with a last octet setto 0

Excludes any IP with a 1 in the upper bit of octets 2 and 4



Simulating the flawed method



Baffled by the NOOP

A/V vendors miss detection of $10m trojan

for 15 months because of NOOPS



Thanks for the cash, now
we’re going to dash

Neosploit screws everyone



PHP
cookies...mmmm...cookies

Lagma arbitrary file upload



You did what with what?

Coreflood authors re-invent

“location dependent encryption”



Location dependent encryption ;-)

http://www.freepatentsonline.com/6948062.html
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Patent pending...

ljl

BNl

mow eax, [ebx+2618h]

add eax, 1@h

add eax, [ebx+261Ch]

push FILE_BEGIH ; dwkoveMethod
push g : lphbistanceToMoveHigh
push eax ;: 1bistanceToHoue
push dword ptr [ebx+8] ; hFile

call j_SetFilePointer

cmp eax, BFFFFFFFFh

jz short loc FFFS8AAAZ

a=

BNl
mou ecx, [ebp+nHumberOfBytesTollrite]
mou edx, [ebp+lpBuffer]
g

BN

loc 7FFBAAYD:

-4l g [edz], al

add [ed=], ah

inc eax

inc edx

dec eCX

jnz short loc_ FFFBAATYD

'




How to dump core



How to dump core...with wireshark



Explorer gets KILL HUP-ed

Method Modifies registry Requires Requires App Example
reboot restart

Browser helper objects Yes No Yes Silent Banker

Applnit_DLLs Yes No Yes Vundo

Windows hooks No No No Lagma

Event hooks No No No Torpig/Mebroot

ShellExecute hooks Yes No No

CreateRemoteThread No No No Zeus

Svchosts.exe ServiceDl| Yes No Yes Conficker

Winlogon notify package Yes Yes Yes Virtumonde

ShelllconOverlayldentifier Yes No Yes CoreFlood

PE patch on disk No No Yes Bankpatch

ShellServiceObjectDelaylLoad Yes No Yes Feebs

Loading DLLs from kernel No No No Torpig/Mebroot




Quietly, so no one hears

EOOL CALLEBACE EnumWindowsProc (HWND hwnd, LPARLM 1Param)
{

TCHAR achClassNane[ M&X PATH]:
DWORD dwProcId:
HANDLE hPFrocezz;

GetClassName (hvmd, achClassName, MaX PATH):
FetWindowThreadProcessIdihwnd, «dwProcId)

if (i_tcscopfachClassNane, TEXT("Internet Explorer Server™)) == 0] ||
[_tocscmp (achClassName, TEXT("Progman™))] == 0]]
i

GetWindowThreadProcessIdihwnd, «dwProcId):
if [dwProcId '= 0)
1
JetErrorMode (3EM_FATLCRITICALEREORS|3EM NOGPFAULTERRORE QK|
AEM _HOOPENFILEERROREOX) ;
hProcess = OpenProcess(FROCESS _TERMINATE, FALSE, dwProcId):
if (hProceszs '= HNULL)
TerminateProcess (hProcess, 0):
ClozeHandle (humd) ;
return FAL3E;
}

return TRUE:

'
ErnunlWindows | (MNDENUMPEOC)EnunWindowsProc, 0):



Arms and legs, but no head



Malfind vs Coreflood

@ O Terminal — Python — 112x27

a bash ] Python |
MHLAMAC :Volatility mhl$ python volatility malfind -d maldir2 -p 172 -f ../ParallelsShare/Def conl?/wem.bin

+ VAD node 282185068 Stort B9qo8008 End ABosffff Tag Vods Flogs
+ VAD node @828aT7cZE Start B24ef0Bd End A247171f Tag Vods Flogs
+ YAD node @821193f8 Start B4chHoBBd End B4cBarfff Tag VadS Flags
= Status: disassembling with pydasm. ..
Bx4cSE008 mov dword [espefxd] Bx29chdic
B4cEBE8E jep Bxfecd32is
BdcSE00d add [eax],al
BdcSA00T add [eox],al
et SO et
+ VAD node @822998¢8 Start TIFE0088 End 7ffadfff Tag Vods Flogs &
- Status: disassenbling with pydosm...
Bx7fFE00B8 sub esp,Bx120
B TE 20086 push ebx
B TR T BO0E7 wov ebo, [esp+Exl3D]
B 7f F 008 mov eox,ebx
BT 20010 and al ,Bx4 U

e

Fourd 4 suspicious Vad entries i

b L




Greatest threat to 2007 to
occur in 2008



Don’t get high on your own
supply

Peeper tests code on himself




How to steal your own
identity

Hacker’s own info stealing tool posts info
to monitored site




The End




