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Torrent Sites Under Attack

The Pirate Bay Guilty; Jail for File-Sharing Foursome

By Wired Staff B4 April 17, 2009 | 2:28 am

Qscar Swartz reports.

Mininova Goes Legit, Saddens Everyone
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Police shut down OINK BitTorrent site re stil
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iIsoHunt Loses US Lawsuit Against Movie Studios



Large-Scale BitTorrent Surveillance
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Crawl Pirate Bay, scrape trackers

Tracked downloads for millions of IPs



“Worlds most resiliant tracking”

TPB added magnet links last year

No more .torrent files; get data from DHT
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http://thepiratebay.org/blog/175



http://thepiratebay.org/blog/175

In This Talk...

DHT crawling presents challenges and
opportunities for torrentdownloaders

Uses for crawling:
*AA can track users & torrents

Pirates can build search engines overnight!



Background
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er your last torrent?

Search Torrents | Browse Torrents | Recent Torrents | TV shows | Music | Top 100

Preferences

Man O audio [ video DAppIications [Jgames [Jother
| Pirate Search | | I'm Feeling Lucky |

How do I download?

SlopsBox | BayWords | BayImg | PasteBay | Pirate Shops | IPREDator | Pirate Chat

4,461,142 registered users, Last updated 07:36:04,

23,611,289 peers (14,251,431 seeders 9.359.958 leechers) in 2,868,492 torrents,




How do you find peers?

Uploaded: 2010-06-08 19:22:25 GMT
By ARonyIous

Seeders: 101
L eechers: 180
Comments 2

~ Download  meLAll

¥ DOWNLOAD THIS TORRENT (MMAGNET LINK)
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The “old” way: trackers

List of trackers (servers) in the .torrent file
47 OOAT O Al EAT O OAT AO
40AAEAO 11T OAO UI Oo6 OA

Example: tracker.openbittorrent.com



Distributed tracking

Trackers tend to go down (read: get sued)
Want something more reliable

Solution: distributed hash tables (DHTS)



DHTs in 2 minutes

P2P network that stores keyaluepairs




More DHT Detalls

Peers & data have 16t IDs
0OAAO )$d OOAT Al I o6
Data ID: SHAL hash

Peers store data with similar IDs



DHT operations

PING
STORE(key, value)

FIND NODE(id] returns k closest peers (apply
repeatedly)

FIND VALUE(kew like FIND NODE, but
returns value if known



DHT tracking

Replace the tracker with a DHT

ﬂ [127.0.0.1:31337,

-




Magnet URLs

(MMAGNET LINK)

magnet:Xt=urn:btih:cfa86e0e8f3831c24120b/f
ee/7413b4da3lee748&dn=Linux+Mint+9.0+x8

Link straight to files, no .torrentafin=infohash

Find peers fronDHT, fetch .torrent from them
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Mainline and Vuze

Two DHTs; 1 fovuze 1 for everyone else
Only coveNuzein this talk to keep it simple

Should be possible to crawl Mainline as well



Our DHT Crawler

Reimplementeahe VVuzeprotocol in C
Syblil attack: simulate 1000stients atonce

Just sit and wait for values to come In

Cheaply captures 90%9% of the DH
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Building a Search Engine




Crawl: download torrent data from DHT
(flenames, sizes, peers)

Index and search import into PostgreSQl,. use
its keyword search against filenames

Rankresults by popularitg x A6 OA C1 O
downloaders so count them!



