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Crawl Pirate Bay, scrape trackers

Tracked downloads for millions of IPs



TPB added magnet links last year

No more .torrent files; get data from DHT

ȰÎÏ ÃÅÎÔÒÁÌ ÔÒÁÃËÅÒ ÔÈÁÔ ÃÁÎ ÂÅ ÄÏ×Îȱ

ȰÄÏÎȭÔ ÎÅÅÄ ÔÏ ÒÅÌÙ ÏÎ Á ÓÉÎÇÌÅ ÓÅÒÖÅÒȱ

http://thepiratebay.org/blog/175

http://thepiratebay.org/blog/175


DHT crawling presents challenges and 
opportunities for torrent downloaders

Uses for crawling:

*AA can track users & torrents

Pirates can build search engines overnight!



7ÈÁÔȭÓ Á BitTorrentDHT?







List of trackers (servers) in the .torrent file

4ÏÒÒÅÎÔ ÃÌÉÅÎÔ ÓÅÎÄÓ ȰÁÎÎÏÕÎÃÅȱ ÔÏ ÔÒÁÃËÅÒ

4ÒÁÃËÅÒ ÎÏÔÅÓ ÙÏÕȭÒÅ ÔÈÅÒÅ Ǫ ÓÅÎÄÓ ÂÁÃË ÐÅÅÒÓ

Example: tracker.openbittorrent.com



Trackers tend to go down (read: get sued)

Want something more reliable

Solution: distributed hash tables (DHTs)



P2P network that stores key-value pairs

DHT
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Peers & data have 160-bit IDs

0ÅÅÒ )$ȡ ȰÒÁÎÄÏÍȱ

Data ID: SHA-1 hash

Peers store data with similar IDs



PING
STORE(key, value)

FIND_NODE(id) ɀreturns k closest peers (apply 
repeatedly)

FIND_VALUE(key) ɀlike FIND_NODE, but 
returns value if known



Replace the tracker with a DHT

DHT
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[127.0.0.1:31337, 10.0.0.1:80]
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magnet:?xt=urn:btih:cfa86e0e8f3831c24120b7f
ee7413b4da31ee748&dn=Linux+Mint+9.0+x8

Link straight to files, no .torrent (btih=infohash)

Find peers from DHT, fetch .torrent from them

7ÈÙȩ ,ÅÇÁÌ ÓÈÅÎÁÎÉÇÁÎÓȣ



Two DHTs; 1 for Vuze, 1 for everyone else

Only cover Vuzein this talk to keep it simple

Should be possible to crawl Mainline as well



Reimplementedthe Vuzeprotocol in C

Sybil attack: simulate 1000+ clients at once

Just sit and wait for values to come in

Cheaply captures 90%-99% of the DHT
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Crawl: download torrent data from DHT 
(filenames, sizes, peers)

Index and search: import into PostgreSQL, use 
its keyword search against filenames

Rankresults by popularity ɀ×ÅȭÖÅ ÇÏÔ ÌÉÓÔÓ ÏÆ 
downloaders, so count them!


